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This policy sets out the principles by which NHS 
West Essex Clinical Commissioning Group will 
manage lockdown procedures across the CCG. 
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placements. 
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Version Number 1.1 

Accountable Officer Chief Officer 

Responsible Officer  Director of Corporate Services 

Date Approved August 2019 

Approved By WECCG Senior Management Team 

Date Summary presented to Board 26th September 2019 

Policy Extension Policy extension formally agreed by SMT to 31st March 
2022 

Review Date 31st March 2022 
• Extended to 31st March 2022 
• Approval – WECCG SMT 25th May 2021 
• Ratification – Board in Common 27th May 2021 

Stakeholders engaged in 
development/review 

Policy Review Group, Local Security Management 
Specialist 

Equality Impact Assessment EQUALITY IMPACT ASSESSMENT 
This document has been assessed for equality impact on 
the protected groups, as set out in the Equality Act 2010. 
This policy is applicable to the Board, every member of 
staff within the CCG irrespective of their age, disability, 
sex, gender reassignment, pregnancy, maternity, race 
(which includes colour, nationality and ethnic or national 
origins), sexual orientation, religion or belief, marriage or 
civil partnership, and those who work on behalf of the CCG 

 



2 

Policy Ref: WECCG79 
Version: 1.1 
Approved: August 2019 by the Executive Committee 
Review date: 31

st
 March 2022 

OFFICIAL – Business data that is not intended for public consumption.  However, this can be shared with external partners, as 
required.  

SUSTAINABILITY STATEMENT: We declare that NHS West Essex Clinical Commissioning Group will 

demonstrate commitment to promoting environmental and social sustainability through our actions as a 

corporate body and as a commissioner.  We aim to reduce our carbon footprint by 28% from a 2013 

baseline by 2020.  

Amendment History 
 

Version Date Reviewer Name(s) Comments 

01 March 2016 Brendan Harper and 
Suzanne Duffy (LSMS) 

New policy 

01.1 July 2019 John Kelly (LSMS)  Full review 

01.1 25.05.2021  Policy Extended to 31st March 
2022 
 

 

There is currently no NHS organisation with overall responsibility for security management.  This 
document has been produced using previous NHS Protect guidelines and best practice. It provides 
staff with information about how to control their site in order to restrict access and egress whilst 
maintaining peoples’ safety. 
 
It is essential that staff at all levels are made aware of their responsibility to be familiar and compliant with 
the Lockdown Policy and procedures that are in place for their protection. 
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1. SUMMARY  

The purpose of this document is to outline the procedures in response to a request for lockdown of the 
premises across NHS West Essex Clinical Commissioning Group. A lockdown should be used to ensure 
the safety and security of all CCG personnel, property and assets in the event of a major incident and by 
doing so will protect the integrity of the CCG. 
 

2. INTRODUCTION  
 
This document follows guidance previously produced by NHS Protect (see note page 2) with regard to 
assessing key locations, determining their ability to lock down their sites and outlining these arrangements. 
In the event of a terrorist incident / emergency, the response by West Essex CCG will be of paramount 
importance in protecting its staff, visitors, properties and assets and all those engaged with the organisation 
or on our premises. 
 
NHS premises are potential prime targets, therefore locking down an NHS premises may be a 
proportionate response from a variety of threats and hazards. 
 
The policy will be communicated to all staff within West Essex CCG and a copy will be available at all times 
via the website. 
 

3. PURPOSE 
 
The ability of the NHS to lockdown their sites or buildings fits in with their statutory responsibility as 
Category 2 responders, as defined by the Civil Contingencies Act 2004,  with recognition being given to the 
law in respect of Public Health Act and Articles 5 and 12 of the Human Rights Act.  
 
The consequences of invoking a proportionate lockdown and the short, medium and long term effect it may 
have on NHS services must be fully considered by CCG management. Their decision to lock down must be 
underpinned by the legal reasons for doing so. 
 

4. SCOPE 
 
This policy and guidance applies to all staff CCG and agency, consultants, contractors, temporary, 

volunteers, students, trainees and those on work experience placements. 
 
5. DEFINITIONS 
 
Lockdown 
This is the process of controlling the movement and access – both entry and exit – of people (NHS staff 
and visitors) around a CCG site or other specific CCG building / area in response to an identified risk, threat 
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or hazard that might impact upon the security of staff and assets or, indeed, the capacity of that facility to 
continue to operate. A lockdown is achieved through a combination of physical measures and the 
deployment of personnel. 
There are three key elements to “lockdown” 

 Entry 

 Exit 

 Movement 
In preventing the entry, exit or movement of people, or a mixture of the three, the overarching aim of 
implementing lockdown is to either exclude or contain staff and visitors. Supporting the overarching 
objective of excluding or containing staff and visitors, a lockdown may be characterised as a partial (static 
or portable), progressive or full lockdown. 
 

Partial lockdown  

This is the locking down of a specific part of a CCG building; it is also when entry restrictions are in place to 
control the flow of people into it i.e., restricting access into a department during investigation of an incident. 

Progressive lockdown  

This is the step by step (incremental) lockdown of a CCG building in response to an escalating scenario. 

Full lockdown  

This is the process of preventing freedom of entry to an exit from either an entire NHS site or from a 
specific building. 
 
The objective of lockdown is to ensure the safety and security of all staff and visitors, property and assets in 
the event of a major incident and thus protecting the integrity of the NHS. 
 
Incident 
An event or circumstance which could have resulted, or did result in unnecessary damage, loss or harm to 
staff members, visitors or members of the public 

6. ROLES AND RESPONSIBILITIES  

Director of Corporate Services 

The Director of Corporate Services has overall responsibility for the health, safety and welfare of all staff 
and visitors who resort to the NHS premises and delegates the day to day administration of risk 
management to the Governance and Risk Manager.  
 

The Director of Corporate Services will oversee the preparation, planning and response to a major incident 
including lockdown, ensuring ongoing business continuity, whilst leading on issues relating to the 
functionality of buildings and building resilience, in conjunction with the Assistant Director, IT & Estates 
Development.   They will also liaise with the Local Authority. 

Chief Finance Officer  

The  Chief Finance Officer has responsibility for security and will, in conjunction with the Director of 
Corporate Services, coordinate the development of the lockdown. 

Governance and Risk Manager  

Will advise on identifying critical assets, assessing risk and will liaise with the Police and ambulance 
services. 

Local Security Management Specialist (LSMS) 

Will provide assistance and guidance on lockdown and the capability and functionality of security 
arrangements both during and after the event. The LSMS will be responsible for the carrying out of a 
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lockdown exercise on designated areas of the CCG to test the robustness of the plans and support inter-
agency collaboration. 
 
Your LSMS contact is: 
 
John Kelly 
John.kelly4@nhs.net 
07500 225027  
 

Fire Safety Adviser (NHS Property Services) 

To provide advice on the operation and functionality of the buildings fire legislation / procedures and will 
liaise with the Fire Authority. 

Head of Communications 

To help access and use the most appropriate communication channels (for example, all staff email) to 
reach staff and visitors and to liaise with external media. 

Staff  

Staff are expected, at all times to fully co-operate with management and should be aware of their 
responsibility in protecting the assets of the CCG and colleagues and so on. Where specific security 
procedures are in operation, staff must abide by them at all times. All staff have a responsibility to take 
reasonable care of their own safety and security and to participate as required in the event of the 
implementation of a lockdown. In order to support a lockdown, staff are likely to have to carry out activities 
that are outside of their normal job description. 
 

7. PROCEDURES AND PROCESSES  
 

Major Incident Plan 

When a lockdown is instigated roles and responsibilities are broken down into four stages:- 

 Lockdown Activation: where staff have to report to and what resources they need to facilitate their 
role.  

 Lockdown Deployment: staff designated specific roles during lockdown. 

 Lockdown Maintenance: staff consider some of the features that should be taken into account to 
maintain a lockdown and how this can be achieved. 

 Lockdown Stand-Down: focuses on how staff will facilitate the end of a lockdown. 

 
During a lockdown the CCG may have to make the decision to move essential business activity and 
support services to alternative temporary locations. 

Business Continuity during Lockdown 

Business continuity is the maintaining of essential business of the CCG in the event of a disruption or a 
major incident. 
 
The Business Continuity Plan will be shaped by both the cause and duration of a lockdown.  

Activation of a Lockdown 

A decision to initiate a lockdown should be guided by the following four factors:  

 The protection of staff, visitors or assets  

 The isolation of a threat or hazard 

 Establishing a safe distance between staff / assets and a threat / hazard 

 Neutralising the threat or hazard 
Once a lockdown has been initiated, its time and duration will depend on the individual circumstances. Staff 
will take every effort to minimise the duration as much as possible. 

mailto:John.kelly4@nhs.net
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Full Lockdown  

If a full lockdown is needed then staff should contact the emergency services immediately for their 
assistance (if necessary). Cordons can only be officially enforced by the Police. If the senior manager or on 
call manager believes that a situation may warrant such measures they must contact the emergency 
services. The Police (and Fire Service) may also be able to assist in the management of on / offsite traffic, 
crowd control and any evacuation. 

Partial and Progressive Lockdown 

If only a partial or progressive lockdown is needed, the senior manager with staff support should make 
every effort to manage / contain the situation with a view to contacting the emergency services if the 
circumstances begin to escalate.  
As soon as a lockdown has been called, staff should report to an agreed location. At this point, they will 
need to identify key resources, all of which should be maintained at a central location: 

 Map – of the premises, contained in the Fire Evacuation Procedures 

 Keys – to secure doors and window 

 Radios or mobile phones – where available as part of the Fire Evacuation Procedures 

 Tabards – to identify key staff, where used by Fire Marshals / Wardens  

 Signage / barriers – where available to highlight no access routes. 

Staff Deployment 

The CCG does not employ security guards or other full time security personnel. Arrangements for securing 
an area will therefore depend on the availability of staff that are present in the building at the time. 
 
Once staff have been issued with the items above they will need to go as quickly as possible to fulfil their 
roles. Action must be taken quickly to secure the building. Any access controls should be utilised to speed 
up the process. A manual lockdown should be undertaken as quickly and safely as possible. 
 
To speed up a manual lockdown, careful consideration needs to be given to the order in which doors and 
windows will be locked. Senior staff should decide this based on the high risk areas within their premises, 
their use and accessibility to the public. 
 
Department staff will be responsible for controlling the movement of visitors within their department areas. 
Where possible, staff will be positioned at the main entrances / fire exits to explain the situation to people 
and request their co-operation. It is important that some staff are positioned by the main external fire exit 
doors as fire legislation may prevent these from being locked. 
 
Staff should remain calm and professional during the deployment in order to keep visitors calm. 
 
Maintaining a Lockdown 
 
Once staff are in control of their areas they should communicate this to the senior manager. 
Communication links should be maintained at all times so that staff can be updated on the progress of the 
lockdown. 
 
The CCG has the right to refuse access. If someone enters the premises having been advised not to, or is 
already in the premises but refuses to leave they may be considered a trespasser and reasonable force 
may be used to prevent access or remove them. Staff should call the Police in this situation.  If an individual 
enters a locked down premise or refuses to leave, they could be prosecuted.    
 
In the absence of the Police, who are able to enforce a containment cordon, it will only be lawful for CCG 
staff to prevent the exit of a significant number of people from its premises by utilising specific legislative 
provision (for example emergency regulations under the Civil Contingencies Act and/or Public Health 
[Control of Disease] Act 1984) which provides for the protection of the public from notifiable diseases. 
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Even when these specific regulations can be used, specific articles of the Human Rights Act 1998 must 
also be considered – for example, a person’s right to liberty (Article 5) and an individual’s right to a family 
(Article 12). Without these regulations, it is likely that exit could only be prevented in relation to specific 
individuals in certain circumstances, which are likely to be limited to the following situations: 

 The individual is committing an offence or causing injury or damage to property which may lead to 
them being arrested. 

 They are detained under the Mental Health Act or otherwise lawfully detained. 
 

It is important to remember that staff can only appeal to people to stay inside a locked down area. If people 
still choose to leave a safe route must be available for them to do so. 

Stand Down 

Once the decision has been given to stand down by the Director of Corporate Services, Chief Finance 
Officer or a delegated manager, staff should open key doors first. Any signage or barriers should be 
removed in order of risk / priority to allow access again. Staff should reassure visitors during the stand 
down in order to keep them calm. Senior staff or the On Call Manager will need to contact the 
Communications Team to inform them of the lockdown outcome and any resolved situations. 
 

8. TRAINING 
 
Staff should be made aware of their site’s lockdown plans as part of their local induction. They will also be 
expected to participate in any major incident training exercise or staged lockdown, whether this is co-
ordinated as a real-time on site session or as a desk-top exercise. 
 

9. REVIEW  
 
The CCG LSMS is the owner of this policy.   The review  date will be set at two years, with the agreement 
of the owning group or committee. However, it is the policy owner’s responsibility to review their policy if 
there are changes before the review date is met. 
 

10. MONITORING / AUDIT  
 
All aspects of this policy and procedure will provide a detailed picture of the CCG lockdown capability for 
the premises and will determine what can be locked down in a major incident. 
 
The Director of Corporate Services, the Governance and Risk Manager and the LSMS will review annually 
or when circumstances dictate 
 
The Director of Corporate Services will ensure that the processes outlined in this policy and any associated 
policies and guidance are followed 
 
The Governance Officer will ensure that a copy of this policy is freely available to all CCG staff 
(electronically and / or hard copy). A hard copy will be held with the Business Continuity Policy and Plans. 
 

11. REFERENCES  
 

 NHS Protect Lockdown Guidance 

 NHS Protect Standards for Providers 2013-2014 

 Health Building Note (HBN) 07 Chapter 4 

 NHS Litigation Authority Risk Management Standards 

 Civil Contingencies Act 2004 

 Human Rights Act 1998 

 Health and Safety at Work etc., Act 1974 

 Care Quality Commission 
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APPENDIX 1: Lockdown Procedure 

 
Lockdown Procedure 
This procedure makes reference to the West Essex CCG Policy for the lockdown of the buildings at St 
Margaret’s Hospital in Epping, Buildings 1 - 4, Spencer Close, The Plain, Epping, Essex, CM16 6TN for 
West Essex CCG staff only, which should be viewed as the main point of reference in relation to lockdown. 
Nothing within this document should be read as overriding the Lockdown Policy. 
  
This document is intended to assist CCG staff including directors, managers, facilities officers and 
receptionists deal with a lockdown should it be instigated. 
 
General 
 
The Director of Corporate Services / Chief Finance Officer is responsible for ensuring that a lockdown, if 
called, is carried out and maintained in accordance with the overriding policy.   
 
Other regular building staff should also be identified and their assistance utilised as necessary. It is 
acknowledged should a lockdown of this site be instigated, the main access and egress doors would need 
to be locked   
 
The LSMS is available to offer site specific advice and guidance. 
 
Lockdown Action Cards 
 
Director of Corporate Services / Chief Finance Officer 
 
On instruction from the Director of Corporate Services / Chief Finance Officer, managers will instruct 
nominated staff to carry out a full lockdown of the CCG work area and building they are located in. The staff 
involved will not be pulled away from this task until the lockdown is complete or staff are instructed to do so 
by any of those above.  
 
Management 
Managers and pre-nominated staff are to deputise a staff member to act on their behalf in the event of 
absence during a CCG building lockdown. 
 
Managers are to additionally identify deputed staff members that may be called upon in the event of a 
lockdown being activated.  They are to be made aware of the Lockdown Procedure and their 
responsibilities. 
 
The following Action Cards are to be brought to the attention of relevant staff and issued in the event of a 
lockdown being activated. 
 
Managers are to copy and laminate these Action Cards and make relevant staff familiar with their content.  
Copies of the Action Cards are to be retained within the Building/Site Manual (Building 4 Reception) along 
with these procedure notes. 
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APPENDIX 2: Lockdown Action Cards 
 
 
 
 
 
 
 
 
 
 
 
 
 

Lockdown Instructions 

Action Card 1 

Director/Management 

You will deputise a staff member to maintain communication with the Director of 

Corporate Services 

  You will ensure that deputised staff are made aware of the lockdown and that 

they comply with their respective responsibilities. 

 You will ensure that all access points are locked (doors and windows). 

 You will ensure that, where safe to do so, a deputised staff member remains at 

each of the access points. 

 You will ensure that fire escape doors are secured but remain ready for use in 

case of evacuation. 

 You will ensure that the Chief Finance Officer is regularly updated with a situation 

report. 
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APPENDIX 3 – Lockdown Action Card  
 
 

Lockdown Instructions 

Action Card 2 

Deputised Nominee / Receptionist / Governance Officer / Facilities Officer 

 You will maintain communication with the Chief Finance Officer 

 You will relay all updates from the Director of Corporate Services and / or 

Governance Officer or their nominee. 

 You will relay all updates from the Director Corporate Services and / or 

Governance Officer or their nominee. 

 

Lockdown Instructions 

Action Card 3 

Deputised Staff Member 

 Deputised staff members will obtain relevant keys from the Building 

Receptionist / Facilities Officer or their nominee. 

 You will secure the main building access point/s (Front entrance / rear or 

staff entrance). 

 Where safe to do so, you will remain at the locked door. 

 You will follow the directions of the Director of Corporate Services and / or 

Governance Officer or their nominee. 

 Your task is to prevent anyone from entering the site unless they are staff 

with their ID card or other instructions are received from the Director of 

Corporate Services and / or Governance Officer or their nominee. 

 


