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What has all this got to do with me? 

Fraud is the crime you are most likely to experience  

during your  lifetime, yet there is a good chance you will 

never actually see a fraud happening. Fraud is a hidden 

crime, as fraudsters use deception and target           

weaknesses in people and systems to make a financial 

gain. Fraudsters are also increasingly sophisticated in 

their use of  technology, as you may have noticed if you 

ever           received a very ‘believable’ email or letter 

asking you to send   money or  provide your financial  

details. 

No individual or organisation is immune from the threat 

of fraud, and the NHS is no exception. The NHS Counter 

Fraud Authority (NHSCFA) estimates that the NHS is   

vulnerable to over £1.2 billion of fraud each year.  

Welcome to the Fraud Newsletter 

Welcome to the latest edition of the Counter Fraud      

Newsletter from your Local Counter Fraud Specialist. (LCFS). 

It is international fraud awareness week and this is a useful 

opportunity to remind staff about how you can help me  to 

identify and report fraud.   Because fraud is a hidden crime, 

knowing about it is the first step in dealing with it. This 

week the Organisation is joining hundreds of organisations 

around the world in celebrating International Fraud      

Awareness Week (IFAW), or Fraud Week.  

I have included details about how to get in touch to report 

fraud and to discuss any concerns you may have later.     

Myself and the team would love to chat with you. We really 

do need your help in identifying and 

fighting fraud within the                   

Organisation.  
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Counter Fraud Training and Annual Survey  

Its been a very difficult 20 months for staff with priorities, quite rightly, focused 

on protecting lives during the Pandemic, but we may need reminding of other     

areas where support is needed. Criminals have been taking advantage of the 

current situation and exploiting the vulnerabilities of patients and staff across 

the NHS whilst attentions are focused on saving lives.  

The NHS Counter Fraud Authority estimates the NHS is vulnerable to £1.2  billion as 

a result of fraud and bribery each year. Fraud takes taxpayers money away from 

patient care and puts in into the hands of criminals.  

It has been difficult for your Local Counter Fraud Specialist to provide regular 

face to face training within your organisation due to restrictions and therefore a PowerPoint online presentation is available to 

you on the staff Intranet. It provides information on the types of common frauds to look out for and information on how you 

should report any suspicions you have. For more information, please visit the staff intranet Counter Fraud page.  

On the Counter Fraud intranet page (and through the link below) you will also find access to this year’s staff fraud awareness 

survey.  We are conducting the survey to gauge the level of staff awareness within the organisation. (The   PowerPoint training 

or the Counter Fraud mandatory training provides all the answers if you get  stuck!) 

This is a really important exercise assisting the LCFS in identifying areas of weakness that need to be focused on. This helps      

ensure that the system of reporting and investigating is robust to allow NHS money to be spent ultimately for the care of         

patients and not to line the pockets of fraudsters!  

The survey will only take a couple of minutes to complete by using the link below: 

WECCG Counter Fraud Survey 2021/22  

https://forms.office.com/Pages/ResponsePage.aspx?id=Mi9SMrdec0m7wlAz1xrIP-pMn5yZ95dPo6A7D3RJtlNUMFQ5UVBLRVY1VlhaUE9WRlpOT0wzQUc4OC4u


 

 

Examples of the types of fraud that can occur in 

the workplace  

 

Remember………... 

 

I’m here to help protect 

the NHS from fraud and   

corruption, but I can’t do     

      this alone, I can’t       

   be everywhere, and I need your 

help. If you think something seems 

‘suspicious’ you can  always email 

me or call me and we can discuss 

your  concerns.  

  

Please don’t worry about raising 

your concerns, you will be           

protected by the Freedom To Speak 

Up (Whistleblowing) Policy for all  

concerns raised in good faith, and 

no one will be disadvantaged if no  

wrongdoing has occurred. It is 

better to report a concern that 

turns out to be nothing, than not 

say anything and a fraud is being 

perpetrated .   

 

Working Whilst Sick 

What?  This is the most common fraud in 
the  workplace. A member of staff  reports 
sick and whilst on sick leave they work for 
another  organisation. They   subsequently 

receive full pay from their employer as 
well as the other employer, sometimes for 

the exact same hours. 
 

Who? This type of fraud can be committed 
by staff of all grades. The offender does 

not need to be working the second job in 
the same role as the one they are          

employed to carry out and the second job 
doesn’t need to be employment in a    

similar organisation. 
Advice: Staff should declare any  
secondary employment and seek             

                          permission before they   
                            begin work. Staff should  

                              always seek advice before  
                      undertaking any work     

         whilst off sick . 
        

False Expenses 
What? The exaggeration or complete        

fabrication of entries on expenses claims   
resulting in payment for expenses that   

weren’t incurred; sometimes the authorising 
signatures will also be forged.   

Example: A member of staff was found to be   
submitting fraudulent mileage claims which 
included claiming vehicle rates for journeys 

undertaken on a pedal cycle, claiming to 
have moved home to increase the value of 

his claims, and claiming mileage for journeys 
not undertaken.   

Who? This type of fraud could be committed 
by any member of staff that reclaims          

expenses. It has been committed by both 
temporary &  

substantive staff of all grades & seniority.  
Advice: All expense claims should be       

completed clearly, accurately and should be 
authorised by a Manager with the  

authority to do so and with  first-hand 
knowledge of whether the expenses were 

incurred.  
  



 

 

Some helpful advice on how to prevent fraud in the workplace ………. 

False Timesheets 
 

What?  
The exaggeration or     

complete fabrication of 
entries on a timesheet   

resulting in payment for 
more hours than were    

actually worked;         
sometimes the                 

authorising signatures will 
also be forged. 

  
Who?  

This type of fraud could 
be committed by any 

member of staff that is  
required to submit a  

timesheet at any grade. 

  

 
Advice:  

All timesheet claims should be 
filled in clearly and accurately 
and should be authorised by a 
Manager with the  authority to 

do so and with first-hand 
knowledge of whether the shifts 
were undertaken. All authorised 

timesheets should be sent         
directly to payroll using the     

correct processes.  

  

  
 

Abuse of Leave 
 

What?  
Falsifying leave requests 

or failing to maintain 
proper records of leave 
resulting in leave being 

taken that wouldn’t have 
been authorised, or more 

leave being taken than 
staff were entitled to. This 
could include all types of 
leave such as flexi, annual 

leave, carers leave and 
special leave (this list is 

not exhaustive). 
 

Who?  
This type of fraud could be 

committed by any      
member of staff               

regardless of grade and 
seniority. 

 
Advice:  

Every department should 
maintain an accurate    

record of leave requests, 
approvals and absences. 

All leave requests and    
approvals should be        

requested and authorised    
accurately and in            

accordance to policy.  For 
further information refer 

to the organisation’s     
Annual Leave Policy along 
with other related polices 

found on the Intranet.  



 

 

 
Do’s and Don’ts of Reporting Fraud  

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

The link above gives you further information on the  
NHSCFA website. 

There is only a minority of staff that would  think  of        
defrauding the NHS  but, If you want to read more about 

it please refer to the NHS fraud reference guide           
(https://cfa.nhs.uk/fraud-prevention/reference-guide   

The guide was developed by the NHS Counter Fraud       
Authority (NHSCFA) to provide information and resources 

on different types of fraud affecting the NHS.  

 

 

 

 

 

 

 

Please do not do nothing! 

 

What  should you 

do if you suspect 

fraud ? 

Do Don't 

Note your concerns as 

soon as possible 

Do not confront the suspect 

or let anyone else know 

Record details such as 

names, dates and times 

Do not start your own               

investigation  

Contact your LCFS as Don’t attempt to gather    

https://cfa.nhs.uk/fraud-prevention/reference-guide%20


 

 

Lets go Phishing or, is it Vishing or Smishing! 

I’m sure you are all aware of the term “phishing” a term broadly explained as an attack to steal our data but, it continues to be 

one of the most prevalent method used by digital fraudsters and there are no signs that this activity is slowing down.  I have   

included some of the most common types of phishing attacks and some tips for how to defend against them. 

Deceptive Phishing  

Fraudsters impersonate a legitimate company to steal personal data or login credentials often using threats and a sense of              

urgency to scare users into doing what the attackers want.  Action: Check URL’s carefully and look out for grammar mistakes, 

spelling errors and generic salutations. 

Spear Phishing 

 Most common on social media sites, often an email/message from a recognised sender and uses personal  information.         

Fraudsters customise their attacks with the targets name and other personal details to trick them into believing it is a trusted     

contact.  Action: Limit what personal/sensitive information you are sharing on all social media 

Whaling 

Spear phishers specifically target executives of an organisation and is used to authorise fraudulent transactions and to obtain      

information on  employees.  In a whaling attack fraudsters try to harpoon an executive and steal their login details and try to 

abuse the compromised email account.  Action: Executives should be vigilant and challenge any unexpected requests for                 



 

 

Lets go Phishing or, is it Vishing or Smishing continued …………... 

 

The metropolitan police have a guide to scams that is  

available to download and is available by clicking on the 

link below, if you have already seen this, please share 

with friends and family.  

 The Little Book of Big Scams – 5th Edition 

(met.police.uk) 

Vishing  

This type of phishing attack uses a phone call instead of an email to mimic organisations in order to steal sensitive data. During 

2020, these attacks increased in an effort to target remote workers. Action: Avoid answering any calls from unknown numbers, 

never give out personal information over the phone.  

Smishing 

Contacts targets by SMS/text message and tries to trick us into clicking on a malicious link or to hand over personal  information.  

Action: Try and research any unknown phone numbers and call the organisation named in the message to check validity which 

will also alert them to fraudulent activity.   

https://www.met.police.uk/SysSiteAssets/media/downloads/central/advice/fraud/met/the-little-book-of-big-scams.pdf
https://www.met.police.uk/SysSiteAssets/media/downloads/central/advice/fraud/met/the-little-book-of-big-scams.pdf


 

 

 

Latest Convictions 
A GP who embezzled more than £1.1m in "six weeks of madness" to pay for his 
online gambling habit has been jailed. 
Dr Rumi Chhapia, 45, stole the funds from a company that oversaw a group of GP 
practices in Portsmouth. 
He was a director of the company he defrauded but had been "seduced by his ad-
diction to gambling", Portsmouth Crown Court heard. 
Chhapia pleaded guilty to fraud by abuse of position and was jailed for three years 
and four months. 
The court heard that Chhapia founded Portsmouth Primary Care Alliance Limited 
(PPCA), a collection of GP practices in and around the city, whose role included   
tendering out-of-hour services. 
The father-of-one from Southsea stole the funds from the healthcare group in 65  
transfers during a 41-day period in 2020 to pay off slot machine and roulette debts, the court was told. 
The court heard he gambled away £2.5m, of which he recouped £1.2m of his losses. He went on to repay £238,000 to the  
company. 
'Embarrassed' 
Passing sentence, Judge Keith Cutler said the doctor had "abused the trust" that had been placed in him. 
"Your duty as a GP should have been to provide the very best of care to your patients, that should have been the pinnacle of 
your care, but you were dishonest," he told Chhapia. 
"You were seduced by your addiction to gambling." 
A statement from the PPCA read to the court said staff had needed counselling and "the people of Portsmouth had lost a 
chunk of NHS money which could have been used to benefit their care". 
In mitigation, Stan Reiz QC said his client was a "hard-working, honest and talented doctor" who at the time suffered with an 
undiagnosed gambling disorder. 
"He has embarrassed the company he built from the ground up and himself for six weeks of madness," he added. 

Dr Rumi Chhapia embezzled 1.1 mil-



 

 

While some fraud fighters have superpowers, everyone can and should play a part in      
tackling fraud against the NHS. How? 

• By being vigilant and knowing how to spot fraud 
• By knowing how to report fraud if you suspect it (see contact details below) 
• By following anti-fraud advice and guidance designed to stop fraud from happening in the 

first place 

Fraud awareness week 14-20 November 2021 



 

 

Remember:  I’m here to help protect the NHS from fraud and corruption, but I 

can’t do this alone, I can’t be everywhere, and I need your help.  

  

If you think something seems ‘suspicious’ and want to chat anything through, 

you can always email me on  eleni.gill@wmas.nhs.uk or call me on         

07827 308906 and we can discuss your concerns.  If you would prefer, you 

can       always raise your concerns via the NHS Fraud & Corruption Reporting 

Line on 0800 028 40 60 or your Chief Finance Officer who will pass your       

concerns on to me.  

Please don’t worry about raising your concerns, you will be protected by the          

Whistleblowing policy for all concerns raised in good faith, and no one will be            

disadvantaged if enquiries find that no wrongdoing has occurred.  It is better 

to report a concern that turns out to be nothing, than not say anything and a 

fraud is being perpetrated costing the NHS money and ultimately affecting 

the care we offer patients. 

  

Eleni Gill Lead Counter Fraud Specialist 


