
 

 

  

To report any concerns about fraud please contact: 
  

Eleni Gill, Counter Fraud Manager 
  

eleni.gill@wmas.nhs.uk 

Mobile: 07827 308906 
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If you have a suspicion of fraud or corruption taking 
place, you have a duty to report it and there are a  
variety of options of how to do this. 
 
Option 1 
Call Eleni Gill the LCFS for the Organisation directly on 

07827 308906 or by email:  

eleni.gill@wmas.nhs.uk 

Option 2  

The Fraud & Corruption National Reporting Line is a free 

phone number where you can report suspicions in         

relation to any area of the NHS. You can leave your name 

or do it anonymously, either way we have a duty to        

investigate all alleged fraud. The 

number for this service is          

0800 028 40 60 

Option3: Contact the Chief Finance 

Officer 

If you think something doesn't feel right but not sure 

that it is fraudulent. Please call us to discuss. 

Welcome to Fraud Awareness Week 

What has all this got to do with me? 

Fraud is the crime you are most likely to experience during your  

lifetime, yet there is a good chance you will never actually see a 

fraud happening. Fraud is a hidden crime, as fraudsters use           

deception and target weaknesses in people and systems to make a 

financial gain. Fraudsters are also increasingly sophisticated in their 

use of technology, as you may have noticed if you ever received a 

very ‘believable’ email or letter asking you to send money or       

provide your   financial details. 

No individual or organisation is immune from the threat of fraud, 

and the NHS is no exception. The NHS Counter Fraud   Authority 

(NHSCFA) estimates that the NHS is vulnerable to over £1.2 billion 

of fraud each year – that is equivalent to the cost of 40,000 nurses. 

Please remember, It is important that we all continue to be        

compliant with the Organisation’s policies, systems 

and processes to keep the organisation secure 

from this very real threat.  

               Eleni Gill 
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Have you been a victim of Fraud? 

Would you be fooled by these examples? 

 

DON’T CLICK ON THE LINK!! 

Using the Today link directs to 

a pseudo Amazon website 

where the customer is            

requested to enter their 

username and password giving 

the fraudsters access to        

personal information to access 

their Amazon account. 

Clicking the link to Schedule 

new delivery takes you to a 

site which is designed to look 

like the legitimate DPD site. 

Options are available to collect 

in person or arrange redelivery, 

both of which come at a 

charge. The red flag at this 

point is that the charge is in 

euros, and the generic            

collection in person location is 

stated as London. 

Significant increase in Phishing emails during COVID-19  

 Joint Amazon and DPD attempt 

Criminals are using the Covid-19 pandemic and continue to target individuals 

and businesses that are now relying on online purchases and deliveries.  

Incidents have reportedly increased by over 65%. A more  recent Phishing 

scam relies on duping customers into believing that a package has had an 

attempted delivery by DPD relating to an Amazon package.  

                                                     The initial email shows the sender as a UK delivery                            

                                                             relating to Amazon.co.uk  with a link to a fake             

                                                             Amazon  website as well as a fake DPD website              

                                                             advising that they  were unable to deliver a parcel   

                                                             and with a link to schedule new delivery. Potentially  

                                                             the  email could net the fraudsters victims  Amazon    

                                                             login  credentials, a one off payment and bank  

                                                             account details.  



 

 

HMRC SCAM—TARGETING DUDLEY AREA 

                                  Please be aware of this                   
                                     extremely realistic scam     

                                        HMRC letter that has been  
                                        sent out in and around the 
country. This example has been sent to us by the 

Police for your information. 
 

It comes in the official looking brown envelope 
and there are no apparent errors in grammar or 

spelling and even contained the recipients national 
insurance number, however the phone number  
detailed on the letter 0300 200 3805 IS A SCAM 

NUMBER.  
 

DO NOT respond or hand over any further details. 
If you are concerned you may have anything     

outstanding that requires for you to make contact 
with HMRC, make sure you DO NOT use this     

number. 

 



 

 

 
   How to identify a Phishing email                              Advice If You Receive  
                                                                                               Cold Callers  

 Poor language – look out for badly written           

sentences containing spelling and grammatical      

errors 

 

 Lack of personal salutation – you will be addressed 

as dear customer or dear sir / madam 

 

 Vague email address – the email address will be 

different to the service being used or covered with 

one similar 

 

 Links or button – links or buttons that urge you to 

click on them. 

 

  Hovering over / clicking the senders name will        

                                         reveal the real source of the     

                                         email sender details 

There are various reasons we have cold callers knock on our door.  
Sometimes it can be genuine, but other times crime can be known to 

happen on our own doorstep with cold callers and bogus officials 
claiming to be someone they are not. 

  
Here are some tips if someone calls at your door:  

Check to see who it is if you can by looking through a front window. 

Always put the chain on if you have one before you open the door. 

If you don't know the caller, ask to see their identity card. Check it 
carefully, and keep the chain on while you do this. 

If you're still not sure, ask the caller to come back later.  You can then 
check their story by phoning the organisation or company they claim 

to represent. 

Ensure your back door is locked. 

Watch out for anyone who says they're in a hurry, don't let them 
pressure you. 

If you have any suspicions at all, remember you don't have to let 
them in! 

• Don't ever exchange cash on the doorstep. 



 

 

 
 Fake PayPal Emails                                              

 

Between January 2020 and September 2020, 21,349 crime reports were made to Action Fraud about fake PayPal emails. 

• Victims reported losing a total of £7,891,077.44 during this time. 

• Those targeted included people selling jewellery, furniture and electronics via online marketplaces. 

 

How does it happen? 

Criminals have been targeting people selling items online, by sending them emails purporting to be from PayPal. The 
emails trick victims into believing they have received payment for the items they’re selling on the platform, victims will 
then ship the item to the criminal. This leaves them at a further disadvantage having not received any payment for the 

item and also no longer being in possession of it. 

 

How can you protect yourself?  

• Sellers beware: If you’re selling items on an online marketplace, be aware of the warning signs that your buyer is a 
scammer. Scammers may have negative feedback history, or may have recently set up a new account to avoid getting 

poor feedback. Don’t be persuaded into sending anything until you can verify you’ve received the payment. 

• Scam messages: Don’t click on the links or attachments in suspicious emails, and never respond to messages that ask 
for your personal or financial details. 

• How to spot the difference: A PayPal email will address you by your first and last name, or your business name, 
and will never ask you for your full password, bank account, or credit card details in a message. 



 

 

 
Bank Related Fraud 

Push Payment Scam—do you know what this means? 

 

A nurse from Leicester, was hit by another car on her way home from her shift, writing off her car. Following 
the accident, Beth was called by a scammer, claiming to be from her bank, asking her to "secure" the money 

she had in her account. 

She had fallen for a push payment scam (where someone is asking you to push a payment through urgently) 
and lost £8000. 

If you get a call from someone reporting to be from your bank, or from someone proposing to be from the 
police or a security service, or anyone else that you feel is a trusted person be aware! 

They'll be telling you something like your bank has been hijacked, the bank staff are in on it or, don't tell the 
bank staff, or a similar tale trying to get you to push the money through.  Banks will not call you and do that 

and ask you to make payments in that way with your account details. 

If you have had a voice call on your phone with a suspected scammer, you should call your bank on another 
phone to check with them it's a legitimate call. 

                                        Never stay on the phone with someone reporting to be          

          from your bank, wanting you to move money or, change account details. 



 

 

Be a fraud fighter and help make sure NHS money goes to patient care. 

By taking part in International Fraud Awareness Week (IFAW) 15-21 November 2020 with help from the NHS Counter 

Fraud Authority NHSCFA) - what can you do to ‘think globally, act locally’ to fight fraud? 

 

If you want to do your bit to protect NHS resources  

(and your own!), please join in, spread the word, and  

make a world of difference to the fight against fraud. 

The NHSCFA has produced a range of NHS branded short animations with easily understood key messages and these 

are available on their website, so please take the time to have a look for yourself. 

See more: cfa.nhs.uk/fraud-prevention/ 

fraud-awareness-toolkit    

Friends Against Scams publication 

The National Trading Standards Scams Team, along with other partners, has produced a scam guide with a range of information to        

prevent people falling victims of scams. The publication contains measures that can be put in place to prevent criminals from making   

contact, as well as information on managing finances to reduce the risk of scams. The guide is aimed at those most vulnerable of falling 

victim to scams and their families.   Take a look at the guide at: www.friendsagainstscams.org.uk. 
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Reminder of Useful Contacts 

CCG Counter Fraud                               

Eleni.gill@wmas.nhs.uk 

 

NHS Fraud (National Fraud & Corruption Reporting Line) 

https://cfa.nhs.uk/reportfraud 0800 028 4060 

 

Action Fraud 

https://www.actionfraud.police.uk/contact-us   0300 123 2040  

 

Crime stoppers  

https://crimestoppers-uk.org 0800 555111 

 

Benefit Fraud                                                                                                       

https://www.gov.uk/report-benefit-fraud  0800 854 440                       

https://cfa.nhs.uk/reportfraud
https://www.actionfraud.police.uk/contact-us
https://forms.theiline.co.uk/crimestopperscovidfraudhotline
https://www.gov.uk/report-benefit-fraud

