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Welcome to the latest edition of the Counter 

Fraud Newsletter. The newsletter is designed   

prevent and deter fraud by raising awareness 

and drawing your attention to emerging 

frauds and scams during the Covid-19        

Pandemic. 

This edition includes emerging pharmaceuti-

cal fraud, NHS Test and Trace scams and the 

New Covid-19 Fraud Hotline. 

It is important that we all continue to be         

compliant with organisational policies, sys-

tems and processes as staff may be chal-

lenged for non  adherence.  

 

 

 

 

If you have a suspicion of fraud or corruption 

taking place within your workplace you have a 

variety of options of how to report it: 

Option 1: Call Eleni Gill, Local Counter Fraud 

Manager, directly on 07827 308906 

by email: eleni.gill@wmas.nhs.uk  

Option 2: The Fraud & Corruption National Re-

porting Line is a free phone number where you 

can report suspicions anonymously in relation to 

any area of the NHS. The number for this service 

is 0800 028 40 60 

Option 3: Contact the Chief Finance Officer 

     HOW TO REPORT  
  SUSPICIONS OF FRAUD 



 

 

Pharmaceutical contractor –Dispensing claims 

The NHSCFA received a report about multiple pharmacies 

claiming for the uncollected prescriptions of university 

students. The allegation claimed that this had occurred 

when the university students returned home after the 

stay-at-home order was issued by the government in 

March 2020. Some students may consider their university 

residence to be their permanent home, however there 

was the option to make a one-off move to an alternative 

residence from student accommodation. It is possible for 

pharmacies to receive prescriptions directly from the  

prescriber via the Electronic Prescription Service (EPS), EPS allows for a prescription to be sent from the GP 

after they have signed it electronically. It is then received by the pharmacy and later by the pricing authority 

for compensation. As a result, there is the potential that many students may have left prescriptions unclaimed 

in the rush to get home, with no signature required the pharmacy could mark the prescription as dispensed. 

Although universities have remained open during the current stay-at-home order this dispensing abuse could 

potentially occur again over the Christmas holidays, as the government asks students to only return home at 

the end of the term prior to Christmas. 

 



 

 

Patient fraud –Misuse of home testing kits   

The NHSCFA received a report about multiple COVID-19 home testing kits being requested and used for entertain-

ment purposes on social media. The tests were used inappropriately to swab property, including household posses-

sions. NHS tests are only available without charge if you have COVID-19 symptoms. They can also be requested on be-

half of someone you reside with who has symptoms, if required to take a test by the council or by partaking in a gov-

ernment project. However, by falsifying symptoms the applicant then appears legitimate in requesting tests for others 

in the same household. Therefore, allowing for up to three additional home testing kits to be requested for one 

household with falsified symptoms without suspicion.  

General practice (GP) contractor –Locum claims 

The NHSCFA received a report about a GP practice submitting duplicate and false invoices for locum cover. They were 

alleged to have abused COVID-19 funding by claiming for a larger number of locums than had actually provided cover. 

A practice is eligible for funding towards the costs of cover for a GPs absence during sickness or parental (maternity, 

paternity or adoption) leave. Additionally, practices are now able to seek reimbursement from their commissioner for 

COVID-19 related absences which occurred between 23 March and 31 July. This includes claims for the cost of addi-

tional resources required to support the increased demand of the practice during COVID-19. Funding is approved by 

the local commissioner for prompt processing, a declaration form must be included in the submission and any invoic-

es / evidence accompanying it. However, evidence to support the sickness absence can be provided in the form of a 

GP sickness note. Additionally, due to the prompt processing required and the reassurance of the PPV process, there 

could be little scrutiny applied to the initial claim. However, PPV involves a review of a sample of claims, therefore 

there is the potential for some practices which submit duplicated or inflated invoices to remain undetected.  



 

 

Staff Fraud –NHS Test and Trace The NHSCFA received a report about a group of nurses who were 

required to perform home visits as part of their role, however during their contracted hours they 

were alleged to have been performing paid duties for the NHS Test and Trace service. These highly 

skilled health professionals who conduct home visits maintain their own caseload, produce individu- al 

reports, plan visits and are responsible for auditing their own performance. They also have a supervi-

sor who regularly holds sessions to reflect on progress. As they manage their own caseload and au-

dits, they could potentially perform paid NHS Test and Trace duties during contracted hours, if the 

supervisor was also performing these duties it would potentially go unnoticed. Additionally, some 

medical staff who received income whilst shielding were alleged to also be performing paid duties 

for NHS Test and Trace during work hours. Working for NHS Test and Trace as a clinical contact case-

worker requires clinical expertise, a minimum of 12 hours a week during a 12-week period and du-

ties can be performed from home. Therefore, NHS staff who perform home visitations or those previously shielding could operate NHS 

Test and Trace during contracted hours, potentially remaining undetected.  

 

Public Wi-Fi  The NHSCFA received a report about an individual performing NHS Test and Trace duties, it was alleged that a cybercrimi-

nal had obtained access to their personal device and other devices which all connected to the same Wi-Fi. If NHS staff connect to    

public Wi-Fi on a work or personal device there is the potential that a cybercriminal may obtain access to sensitive information, includ-

ing patient data. Public Wi-Fi lacks encryption, thus allowing for cybercriminals to intercept data between a device and a router. 

Though a VPN creates a private connection for an employee when they use a public Wi-Fi, it does not make a health sector device im-

mune to malicious software. If a member of NHS staff is using a computer running on an unsupported operating system or fails to 

switch on the devices firewall they become vulnerable to abuse from cybercriminals. Data can be deleted or harvested and used for 

fraudulent purposes. Additionally, fake wifi networks exist to harvest data by purporting to be genuine providers.  



 

 

Update –NHS Drones 

Fraud may potentially decrease, or the NHS may save money as a result 

of NHS drones currently being introduced in response to the COVID-19 

pandemic. These drones are intended for the conveyance of PPE, test-

kits and COVID-19 samples. However, NHS England has seen the poten-

tial of expanding to the delivery of equipment, blood packs and other 

medical goods. Therefore, reducing the opportunity for fraud as there is 

less necessity for outsourcing couriers, whilst also offering NHS staff 

more time to focus on other duties and reducing virus transmission. The 

drones will navigate via GPS and travel through secure air corridors 

which are currently being established. The project is currently based at 

an NHS hospital with the first phase involving flying the drone around the hospital grounds. But the healthcare 

drone company is working with the Civil Aviation Authority to extend into agreed flight paths. The project is 

funded through a grant from the UK Space Agency and has been developed by two trainee doctors. 

 

Sky News has reported on recent claims that scammers are pretending to be COVID marshals and medical pro-

fessionals to trick the vulnerable to gain accesses to their homes. The Chartered Trading Standards Institute 

have stated that COVID marshals do not have the power to enforce social distancing, issue fines or enter pri-

vate properties. Read the Sky News article here 

https://news.sky.com/story/coronavirus-fake-covid-marshals-are-trying-to-force-their-way-into-peoples-homes-12112881


 

 

Fraudulent attempts to obtain Controlled Drugs  

NHS England have reported intelligence on GP staff members generating and collecting prescriptions for controlled 

drugs for personal use in patients’ names in the East of England. A concern was initially raised by a mother after find-

ing an unlabelled bottle of drugs in the home belonging to a member of her family.   

Update –COVID-19 Fraud Hotline 

A COVID-19 Fraud Hotline has recently been launched with the intent of detecting and preventing fraudsters tar-

geting COVID-19 support schemes. Over 150 schemes were introduced by the government in response to COVID-19, 

however fraudsters have been exploiting this support. Therefore, the hotline was developed by the government and 

Crimestoppers for the public to anonymously report fraud on 0800 587 5030. There is the potential that some mem-

bers of the public may report fraud against the NHS on this hotline, therefore there could potentially be an increase 

in referrals and a greater demand on the NHSCFA to review these reports. 

Read The Guardian article here   Read the UK Governments press release here  

Consumer goods organisation Which? have this week produced an article warning of the dangers of fake Facebook              

advertisements. The article highlights the importance of doing your research before clicking links and making online 

purchases from what seem to be legitimate and genuine advertisements. In one case a member of the public contact-

ed Which? to report that they had placed an order with sportswear brand Gymshark by clicking on what they be-

lieved to be a genuine social media advertisement. Gymshark confirmed that they only sell items through its official 

website, any other retailers offering its products are fraudulent.  

Read the Which? article on fake advertisements here 

https://www.theguardian.com/uk-news/2020/oct/13/covid-crimestoppers-hotline-launches-to-catch-business-loan-fraudsters
https://www.gov.uk/government/news/new-hotline-launched-to-report-covid-fraudsters
https://conversation.which.co.uk/scams/gymshark-facebook-advert-scam-warning/?utm_source=whichcouk&utm_medium=email&utm_campaign=scamalert221020


 

 

LCFS Summary 

Remember:  I’m here to help protect the NHS from fraud and corrup-
tion, but I can’t do this alone, I can’t be everywhere, and I need your 
help. 
  
If you think something seems ‘suspicious’ and want to chat anything 
through, you can always email me on  eleni.gill@wmas.nhs.uk or call 
me on 07827 308906 and we can discuss your concerns.  If you would 
prefer, you can always raise your concerns via the NHS Fraud & Corrup-
tion Reporting Line on 0800 028 40 60 or your Chief Finance Officer 
who will pass your concerns on to me.  

Please don’t worry about raising your concerns, you will be protected 
by the Whistleblowing policy for all concerns raised in good faith, and 
no one will be disadvantaged if enquiries find that no wrongdoing has 
occurred.  It is better to report a concern that turns out to be nothing, 
than not say anything and a fraud is being perpetrated costing the NHS 
money and ultimately affecting the care we offer patients. 
  

 

Eleni Gill   

Local Counter Fraud Manager 


