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Welcome to the Fraud Newsletter 2nd September 2020 

 
Welcome to the latest edition of the Counter 

Fraud Newsletter. The newsletter is designed   

prevent and deter fraud by raising awareness and 

drawing your attention to emerging scams. 

This edition is again focusing on the most recent  

COVID-19 related fraud risks collated from vari-

ous intelligence sources including; NHS Counter 

Fraud Authority, The Government and the Tian 

Fraud Managers Network.  

It is important that we all continue to be          

compliant with organisational policies, systems 

and processes as staff may be challenged for non 

adherence. I will provide regular updates in this 

newsletter format relating to emerging fraud risks 

during the COVID-19 Pandemic. 

 

 

 

 

 

If you have a suspicion of fraud or corruption 

taking place within your workplace you have a 

variety of options of how to report it: 

Option 1: Call Eleni Gill, Local Counter Fraud 

Manager, directly on 07827 308906 

by email: eleni.gill@nhs.net  

Option 2: The Fraud & Corruption National Re-

porting Line is a free phone number where you 

can report suspicions anonymously in relation to 

any area of the NHS. The number for this service 

is 0800 028 40 60 

Option 3: Contact the Chief Finance Officer  

 

     HOW TO REPORT  
  SUSPICIONS OF FRAUD 



 

 

General practice (GP) contractor - Furlough There is the potential that some GP practices may claim furlough payments for 

staff who are working full time. However, GPs are still receiving NHS funding for services and staff. Usually non-dispensing GP 

practices receive funding based on their staff costs, service delivery and achievements. But due to the pandemic GP practices 

have been paid at assumed rates for 2020/21, these payments are not affected by performance, though activities should still 

be measured. Additionally, the furlough scheme was introduced for employers to retain and pay their workforces during the 

pandemic, but the furloughed employee cannot perform a service or make money for the organisation which furloughed 

them. Additionally, the government expects that the public sector will not use the scheme if they receive public funding for 

staff costs already. However, the NHSCFA received a report where a GP practice was claiming furlough payments for their em-

ployees, but the employees were still working and the practice was receiving NHS funding. The practice should not have been 

claiming furlough payments because they were receiving an NHS income and the employees were still working. The employees 

did not receive any additional funds; therefore, the practice was receiving a double income.  

Fraudulent fundraising - Bitcoin Donations The NHSCFA has become aware of fraudsters contacting members of the public for 

donations in bitcoin towards the World Health Organisations (WHO) Solidarity Response Fund. The fraudsters are claiming to 

be from the WHO, they are using the name of a real fund and an email address which appears legitimate to avoid scrutiny. 

Cryptocurrencies, including bitcoin, can be stored and transferred electronically. Bitcoin is independent of oversight from 

banks or governments, as a digital currency it can therefore be exchanged through the internet between two people anywhere 

the world. Bitcoin transactions are public and traceable; however, bitcoin addresses are the only indicators of where bitcoins 

are sent. As a result, it is difficult to trace bitcoin transactions or recover fraudulent funds because some owners of bitcoin ad-

dresses still remain unknown. Half of all bitcoin transactions and a quarter of bitcoin users are suspected to be linked to unlaw-

ful activity. There is the potential that these fraudsters may also go on to impersonate the NHS or various NHS charities. The 

NHSCFA has already seen reports of fraudulent fundraising for the NHS which diverts much needed funds and support away 

from patient care  



 

 

Cyber enabled fraud – Dental contractor The NHSCFA has become aware of a fake directory scam in which a dental practice 

was targeted. The fraudsters phoned the practice claiming their directory listing required updating urgently. The call was fol-

lowed by an email containing a contract which the caller was advised to fill out and return. However, once the contract was re-

turned to the sender the dental practice would be charged a monthly fee for the directory listing. A fraudster may approach a 

practice with an invoice, letter, invitation or phone call. These scams often exploit staff members who deal with administration 

tasks as they may be unaware of actual advertising contracts, since the fraudsters claims the directory listing is free there ap-

pears to be little risk. However, the communication will often contain or be followed with a form which requires contact details 

to be updated, the form is actually a contract or invoice. It will contain the actual cost of the listing in a miniscule text, if this 

goes unnoticed the practice will be invoiced a big bill or a monthly fee for the service. Additionally, opening an email attach-

ment from an unknown sender could infect a computer with malware. The British Dental Association was recently the target of 

a cyber-attack, this resulted in their website and various systems being taken offline.  

Pharmaceutical Contractor - Misuse of COVID-19 Tests  Some pharmacies may advise future airline passengers to falsify 

COVID-19 symptoms to receive testing at the expense of the NHS. The pharmacy will then provide the passenger with a certifi-

cate for travel. Entry requirements around testing currently vary across the world, therefore not all countries will accept COVID

-19 test results in the format (email/text/phone) provided by the NHS. For example, to currently enter Austria or Hong Kong a 

passenger who has travelled in the previous 10-14 days to a high-risk country will  now be required to present a certificate 

proving they are COVID-19 negative. Passengers are expected to acquire test results in this format via a private clinic. As a re-

sult, there are healthcare establishments currently offering COVID-19 testing and documentation, including certificates. How-

ever, some of these establishments may be advising individuals to falsify symptoms with the NHS to receive free testing. The 

NHSCFA received a report about a pharmacy which was advising potential passengers to contact the NHS and express false 

symptoms of COVID-19, thus enabling them to receive a test at the expense of the NHS. Once the passenger received their 

NHS results, they would take them to a pharmacy. The Pharmacy would then conduct a finger prick test and produce a certifi-

cate which stated that the individual was COVID-19 negative.  



 

 

Personal Health Budgets - Invoicing The NHSCFA has received a report about fraudulent claims for home care provided to pa-

tients who are deceased or have moved away. Alternatively, providers can exaggerate the time spent administering care. Some 

individuals may require care and support in their home yet still wish to retain their independence. Therefore, Personal Health 

Budgets (PHBs) were introduced as part of NHS Continuing Healthcare to support individuals with complex health needs to re-

ceive care at home instead of in hospital. These individuals receive a personalised monetary budget to cover care, equipment 

and various other needs. Patients can receive various types of budgets, however with a notional budget the CCG will decide 

how to spend the funding and arrange support. Therefore, the non-NHS support/care providers are required to invoice the 

CCG directly for their services, the CCG will approve the invoice and also use it to predict the future cost of an individual’s care. 

PHBs should normally be reviewed at least every 12 months, although the frequency can depend on individual circumstance. 

However, assessments have been stopped for the duration of the emergency period, therefore a death or a change of address 

may have gone unnoticed for an extended period. As a result, some care providers may falsify invoices for those who are no 

longer receiving care.  

Test and Trace - Some fraudsters may claim to be from the NHS test and trace service to gain entry to a property and commit a 

distraction burglary. The test and trace team are now piloting the process where local authorities visit people at home if the 

team is unable to contact them. However, this new test and trace strategy has been widely published in the news, therefore 

these fraudsters may use it to their advantage when attempting to gain entry to a victim’s property. A similar modus operandi 

was previously reported by the Chartered Trading Standards Institute in relation to a ‘COVID-19 home testing team’, individuals 

would receive a text prior to the visit with instructions, the text requested the individual allow the ‘team’ to enter the property 

to put on their protective clothing, but the victim was to wait in another room. Both scams are ways in which COVID-19 testing 

and tracing can be abused to commit doorstop crime. In both cases fraudsters will pretend to be someone else to gain access 

to the property and potentially commit a distraction burglary.  



 

 

Flu Vaccination Due to the pandemic the seasonal flu vaccination programme has been increased dramatically to reduce the 

number of potential future flu patients. However, this will inadvertently increase potential flu jab scams taking place again. 

Last year the NHSE & NHSI London Counter Fraud team highlighted a scam in which fraudsters were taking advantage of vul-

nerable individuals by purporting to offer the flu jab. The fraudsters would contact an individual via a phone call claiming to be 

a clinician from a local surgery who could arrange a home visit from a ‘medical professional’. During the home visit they then 

deceive these patients into disclosing their bank details under the pretences they are paying for a syringe. The fraudsters then 

go on to use these financial details to make fraudulent purchases.  

NHS Survey Similar to the above, a fraudulent NHS survey is being conducted to harvest the personal and financial details of 

vulnerable individuals. It has come to the attention of the NHSCFA that individuals have been receiving calls from those con-

ducting an ‘NHS survey’ on elderly care and requirements. Vulnerable individuals waiting for appointments or treatment may 

inadvertently disclose personal or confidential information, they may also agree to meet these fraudsters under the pretences 

that they believe it is a genuine NHS service. Age UK reported, that after receiving a call, one individual had been visited by a 

fraudster who attempted to sell them ‘NHS equipment’ for thousands of pounds, alternatively this could be an attempt to gain 

trust and access to a vulnerable persons property.  

HMRC investigate over 10,000 COVID related scams - Info Security Magazine has reported this week that over 10,000 commu-

nications purporting to be from HMRC are being investigated. The communications include emails, SMS, social media messag-

ing and phone calls. Figures provided following a Freedom of Information (FOI) request show that the highest number of re-

ported scams occurred in May 2020, with 5152 reports. This represents a 337% increase compared to March when the UK in-

troduced lockdown restrictions. The article also highlights  that HMRC requested the removal of 292 scam websites, as fraud-

sters used Coronavirus related topics in an attempt to trick victims.  

Read the article here.  

https://www.infosecurity-magazine.com/news/hmrc-investigating-covid-related/


 

 

Serious Fraud Office to expect an increase in pandemic fraud -The Telegraph has reported that experts have warned that the 

Serious Fraud Office (SFO) is likely to see an onslaught of pandemic related fraud. Sam Tate, a partner at a law firm specialising 

in white collar crime, believes that the next six to twelve months will likely bring a significant increase in the number of serious 

fraud cases uncovered, The article notes the director of the Serious Fraud Office, Lisa Osofsky, has recently said that her two 

years at the agency have been focused more with closing existing cases then pursing new ones. The Telegraph notes that the 

pandemic may offer the SFO the opportunity to launch more cases and improve its mixed performance of recent investiga-

tions. Read the article here.  

Police charge 'fake psychiatrist' who worked for NHS for 22 years despite having no qualifications' with 13 fraud offences 

A fake psychiatrist who worked for the NHS for 22 years despite allegedly not having any qualifications has been charged with 

13 fraud offences, following an investigation by detectives in the area's Crime and Safeguarding Team. The Cumbria Constabu-

lary confirmed the former NHS worker had been charged with two counts of making a false instrument with intent it be ac-

cepted as genuine. She has also been charged with eight counts of fraud by false representation and three counts of obtaining 

a pecuniary advantage.  She worked as a locum consultant psychiatrist for the Norfolk and Suffolk Foundation Trust (NSFT) be-

tween 2014 and 2015, mainly looking after disabled adults and children. Read full article here  

Lockdown causes 66% jump in scams - This week The Independent has reported that fraudsters have used the coronavirus 

pandemic to exploit the public with scams. Research by banking group Barclays shows that frauds increased by 66% in the first 

six months of 2020. The article continues that the data suggests the trend shows no sign of decreasing, with July showing a 5% 

increase compared to the previous month. However, it is thought the spike in July may be as a result of investment scam re-

porting, as victims may not initially realise they have been victim to a scam. Barclays note that there has been a particular in-

crease in online marketplace sites, for example targeting the summer holiday market with false adverts of campervan sales. 

Another theme identified by Barclays was the significant increase in cryptocurrency related scams Read the article here.  

https://www.telegraph.co.uk/business/2020/08/20/serious-fraud-office-told-gear-onslaught-pandemic-fraud/
https://www.dailymail.co.uk/news/article-8647991/Police-charge-fake-psychiatrist-worked-NHS-22-years.html?ito=social-twitter_dailymailUK
https://www.independent.co.uk/news/business/news/scams-rise-coronavirus-lockdown-fraud-warning-a9678291.html


 

 

One of the biggest online piracy groups in the world taken down 

On 25 August, an alleged criminal network of copyright infringing hackers, mainly responsible for pirating movies and hosting 

illegal digital content worldwide was dismantled in a coordinated action between US authorities and their counterparts in 18 

countries around the world, with Europol and Eurojust support. Sixty servers were taken down in North America, Europe and 

Asia and several of the main suspects were arrested. 

Read full article here  

Brits shunning cash due to fear of Covid spread 

Research commissioned by GoCompare Money found that a third of UK adults are avoiding using cash because of the risk of 

spreading coronavirus.  Contactless payments are now the preferred way of paying for many people and the fear of fraud re-

mains a big issue for some. 

Lee Griffin, CEO and founder of GoCompare, said: “In early March, there were news reports about the spread of the corona-

virus on banknotes and coins. However, the Bank of England and the World Health Organization have stressed that cash 

doesn’t pose any greater risk than any other items and, repeated the advice on regular hand washing. However, from the re-

sults of our survey, it’s clear that many people remain concerned about the potential of money to be contaminated. With a lot 

of people using contactless and online payments for the first time and millions of us relying on them, it’s more important than 

ever to keep on top of your finances by checking your bank and card statements. Regularly checking though your statements 

will help you keep abreast of your incomings and outgoings and help you spot whether any payments have been fraudulently 

taken.” 

Read full article here  

https://www.europol.europa.eu/newsroom/news/one-of-biggest-online-piracy-groups-in-world-taken-down
https://www.yourmoney.com/saving-banking/brits-shunning-cash-due-to-fear-of-covid-spread/


 

 

LCFS Summary 

Remember:  I’m here to help protect the NHS from fraud and corrup-
tion, but I can’t do this alone, I can’t be everywhere, and I need your 
help. 
  
If you think something seems ‘suspicious’ and want to chat anything 
through, you can always email me on eleni.gill@nhs.net or call me on 
07827 308906 and we can discuss your concerns.  If you would prefer, 
you can always raise your concerns via the NHS Fraud & Corruption Re-
porting Line on 0800 028 40 60 or your Chief Finance Officer who will 
pass your concerns on to me.  

  
Please don’t worry about raising your concerns, you will be protected 
by the Whistleblowing policy for all concerns raised in good faith, and 
no one will be disadvantaged if enquiries find that no wrongdoing has 
occurred.  It is better to report a concern that turns out to be nothing, 
than not say anything and a fraud is being perpetrated costing the NHS 
money and ultimately affecting the care we offer patients. 
  

 

Eleni Gill   

Local Counter Fraud Manager 

mailto:eleni.gill@nhs.net

