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Welcome to the Fraud Newsletter 4th August 2020 

 
Welcome to the latest edition of the Counter 

Fraud Newsletter. The newsletter is designed   

prevent and deter fraud by raising awareness and 

drawing your attention to emerging scams. 

This edition is again focusing on the most recent  

COVID-19 related fraud risks collated from vari-

ous intelligence sources including; NHS Counter 

Fraud Authority, The Government and the Tian 

Fraud Managers Network.  

It is important that we all continue to be          

compliant with organisational policies, systems 

and processes as staff may be challenged for non 

adherence. I will provide regular updates in this 

newsletter format relating to emerging fraud risks 

during the COVID-19 Pandemic. 

 

 

 

 

 

If you have a suspicion of fraud or corruption 

taking place within your workplace you have a 

variety of options of how to report it: 

Option 1: Call Eleni Gill, Local Counter Fraud 

Manager, directly on 07827 308906 

by email: eleni.gill@nhs.net  

Option 2: The Fraud & Corruption National Re-

porting Line is a free phone number where you 

can report suspicions anonymously in relation to 

any area of the NHS. The number for this service 

is 0800 028 40 60 

Option 3: Contact the Chief Finance Officer  

 

     HOW TO REPORT  
  SUSPICIONS OF FRAUD 



 

 

Cyber enabled fraud - Mass monitoring There is the potential that cyber criminals may be actively scanning social me-

dia for weaknesses in NHS systems, policies or capacities. This mass monitoring may be conducted with the intent of 

targeting certain care providers or staff to harvest data or divert funds. Mass monitoring or mass surveillance of social 

media occurs when an individual accumulates data from multiple sources through various or individual platforms, thus 

enabling the analysis of targeted information. There are various systems available online for directed mass monitoring, 

both free and purchasable. For example, one programme searches for specific content on Twitter, including locations 

and key words in multiple forms. Multiple searches can be viewed at the same time and each search will update itself 

to maintain real-time viewing. Therefore, it is possible for cyber criminals to actively monitor multiple social media 

platforms for weaknesses to exploit.  

Cyber enabled fraud – Remote access There is the potential that some NHS staff working from home may be targeted 

by fraudsters purporting to be from a technology provider, like Microsoft or Apple. Fraudsters falsely represent them-

selves as tech support to gain remote access to an individual’s computer under the presentences there is a problem 

with the device, they may also demand a fee to resolve the issue. Victims may be approached through a pop up on 

their computer or direct phone call. The fraudster will often request the victim downloads a remote access tool, the 

tool is available from genuine providers, thus making the scam appear more legitimate. However, the victim is un-

knowingly giving the fraudster access to all the files and systems on their computer. Not only could gaining access to 

an NHS computer allow sensitive information to be viewed, including patient and employee data, but also restricted 

information that should not to be shared publicly. Additionally, the fraudster may install malicious software to monitor 

the victim’s future activity. Also, any company/website can pay search engines to appear at the top of search results, 

therefore criminals can pay for their result to be displayed at the top. Fraudsters may rely on their victims relinquish-

ing suspicion based on the assumption that the top result must be from a legitimate and reliable source.  



 

 

Cyber enabled Fraud - Online quizzes There is the potential that some NHS staff may unknowingly disclose personal infor-

mation through online quizzes on social media. These quizzes harvest data used to answer common security questions on vari-

ous websites or online banking. The Chartered Trading Standards Institute (CTSI) has warned that a number of COVID-19 quiz-

zes have recently arisen, in which some of the questions are unrelated to COVID-19, focusing instead on the answers to typical 

security questions. These include questions about the quiz taker’s pet or their mother’s maiden name, they also request input 

of their email address or phone number. Disclosure of this information can be used to gain access to various systems and also 

to commit identity fraud. Therefore, it Is possible, that these fraudsters may gain access to NHS emails and systems, or divert 

payments and negatively affect credit scores of staff. Alternatively, the victim may have unknowingly been subscribed to a ser-

vice which charges a monthly fee on their phone bill.  

Dental contractor – Limitation of services It is possible that as face to face treatment resumes some dental contractors may 

provide excessive private treatment to the detriment of their NHS service commitment. Face-to-face care restrictions have 

now been removed within primary care as the risk of transmission from COVID-19 is considered to be decreasing in the com-

munity. Therefore, once a remote risk assessment and dental triage have been conducted on a patient, they may then receive 

face-to-face treatment if appropriate. By 20th July all practices should have been in a position to provide this type of assess-

ment and some dental care. However, practices are not expected to deliver the equivalent unit of dental activity (UDA) as in 

previous years due to restrictions on capacity. Therefore, non-UDC practices are now expected to provide a minimum of 20% 

of their usual UDA activity, as patient contacts, whilst maintaining their NHS to private balance. They should not provide priori-

ty treatment to private patients if they wish to receive the proposed 0% abatement on their contract. Providing below the re-

quired 20% activity and/or prioritising private patient activity will be considered non-compliance, it may also result in the prac-

tice reverting back to pre-existing contractual arrangements. However, as private treatment comes under increased scrutiny by 

area teams, other types of dental contractor fraud may increase to avoid reverting back to pre-pandemic contractual arrange-

ments. This may include recording patients as exempt when they have paid, or ghost patients/false claims being used to make 

the dental practice appear as if there have maintained their NHS activity levels.  



 

 

Commissioning – Test collection There is the potential that some courier services may abuse the weaknesses within 

the COVID19 testing process for financial gain. There are two different types of COVID-19 tests, a virus test and an an-

tibody test, both of which require a personal sample to determine the results. There are various locations and meth-

ods which make sample collection possible, including drive throughs, home testing kits and testing in care homes. 

Home testing and care home kits will be delivered to participants directly. Therefore, couriers are required to collect 

used kits and deliver to them to laboratories for testing. The participant must book next day collection themselves and 

care homes must register for it online with their care home ID. Testing should be carried out on the day of collection 

as there is a short timeframe of between 48 and 72 hours in which a participant can receive their results. The partici-

pant is also responsible for registering their details online with the testing kit reference number or they will not re-

ceive a result.  

The same courier services used for test collection were previously on NHS contracts under a framework agreement. 

This involved supplier generated invoices and the courier companies being subject to management information (MI) 

returns. Therefore, if the companies have remained on the same framework agreement and wish to avoid MI returns, 

they may subcontract to an undeclared subcontractor to avoid a large ABI (activity-based income) charge. Additionally, 

thousands of tests have been mailed out to various testing centres and individual homes, however only 51-55% of 

tests are returned within 24 hours. Some members of the public have arranged for a courier to collect their test yet 

never take a sample, and some couriers have experienced double bookings for the same collection. Therefore, it is not 

unreasonable to suggest that couriers may also potentially invoice for double bookings, and unused or unreferenced 

testing kits to increase profits. This may become harder to monitor and easier to exploit as the government starts to 

proactively test on certain groups without symptoms, this includes re-testing care homes every 28 days from July/

August.  



 

 

Commissioning - Patient transport Services (PTS) The NHSCFA received information about a company providing PTS. 

This company was reported to be intent on receiving additional income per-hour when they were already receiving 

NHS funding for COVID-19 related costs. Usually non-emergency patients are moved by PTS between care settings; but 

a new approach was introduced to prevent any issues arising from slow discharges during the pandemic. Therefore, 

PTS are now expected to provide transfers to those with ongoing care appointments and support the COVID-19 Hospi-

tal Discharge Service Requirements. These patients must also have no alternative means of transport. However, this 

change may lead to a potential rise in the need for PTS, especially since NHS guidance indicates that the response to 

COVID-19 should not be hindered by eligibility or contractual agreements. NHSE and NHSI are now ensuring that there 

is sufficient funding during the pandemic for all PTS providers to support the NHS. PTS providers must continue to be 

paid their contractual income and also receive reimbursement from the CCG for any additional costs incurred. CCGs 

have been advised to prevent any NHS Staff - Insider The NHSCFA has received information to suggest that during the 

pandemic the emergency recruitment of staff was exploited. Some NHS staff are alleged to have recruited close asso-

ciates, including family members, without declaring a conflict of interest. NHS guidance requires staff in a decision-

making position to declare if a family member or close friend has applied for a role for which they are responsible, in-

cluding recruitment or management. However, due to the previously high pressure and reduced scrutiny experienced 

in the NHS due to COVID-19 conflicts of interest may have gone unnoticed. Thus, enabling staff to covertly select asso-

ciates for NHS roles over unknown applicants during the peak of the pandemic. administrative burdens impacting on 

PTS services by applying scrutiny later. Although a reduction of outpatient transfers is expected to free up PTS capacity 

and offset some of the costs for increased services/vehicle modifications. Due to the potential for a larger volume of 

requests for PTS and the reduced oversight on claims, there is the potential that some PTS may inflate or falsify invoic-

es yet remain undetected.  



 

 

NHS staff – Fuel usage There is the potential that a number of NHS staff may use petrol paid for by the NHS to fill their own 

personal vehicles. Some departments/providers in the NHS use fuel cards to pay for petrol for their fleet. A fuel card is restrict-

ed to fuel-only purchases and used by businesses to reduce administration costs by consolidating multiple transaction for their 

records. Multiple fuel cards can be issued to staff for refuelling the NHS fleet at garages, however restrictions on usage can be 

imposed. For example, the card may be linked to one specific VRM and mileage may needed to be provided to the garage dur-

ing purchases. However, there are various ways in which a card holder may exploit the process depending on the restrictions 

associated with the fuel card. For example, whilst filling up a fleet vehicle the card holder may also fill up a container, fuel cards 

may be shared to authorise multiple purchases or fuel may be removed from the tank of a fleet car for personal use. The 

NHSCFA received a report about an individual who was responsible for driving an NHS fleet vehicle but had been witnessed 

multiple times filling up their personal vehicle from a container  

NHS Staff - End of shielding There is the possibility that some staff who have been shielding and unable to work from home 

may falsify sickness to avoid returning to work. Unless the transmission of COVID-19 begins to rise again the government plans 

to pause shielding from 1st August, therefore those previously considered to be vulnerable will no longer be required to shield 

and related services will cease. Individuals can return to their place of work as long as precautions have been implemented to 

protect employees. However, some staff members may still consider themselves to be at risk and not wish to return or take un-

paid/annual leave.  

NHS employees required to shield are in receipt of full pay through COVID-19 special leave. However, these employees will 

soon be required to return to work and undergo a risk assessment to ensure a safe return, this might include redeployment or 

adjustments. Additionally, those who have previously been eligible, potentially including agency staff, will no longer receive 

Statutory Sick Pay (SSP) after the 31st July for shielding/being extremely vulnerable. Therefore, some individuals may wish to 

remain shielding through falsifying sickness and not take unpaid/annual leave, this could cause a loss to the NHS or agencies. 

The NHSCFA has previously received multiple reports of individuals falsifying sickness to receive payment.  



 

 

WiFi provider scam Due to COVID-19 a large number of NHS staff, are now working from home; scammers are using 

this situation to their advantage as they are aware that many people are now reliant on their home WiFi for work and 

entertainment. CIFAS have reported that scammers are now calling victims and claiming to be WIFI providers, they 

threaten that the victims WIFI will be disconnected unless they make a payment.  

Covid-19 detection device scam Some fraudsters have been pretending to be careline services from the council offer-

ing installation of COVID-19 detection devices for a fee. This type of device does not exist, yet these fraudsters call in-

dividuals offering this fraudulent detection service with the intent that a victim may then disclose their bank details. 

The victim would share this information after being misled to believe they are paying for the service. There is the po-

tential that these types of scams could extend to impersonating NHS staff.  

Parking scam NHS staff may be at risk of being exploited by a new parking scam as some parking charges return to 

NHS and council car parks. A scam has recently arisen where motorists are approached by an individual purporting to 

be involved in parking enforcement, these fraudsters offer to help motorists with their parking payments. Alternative-

ly, they may pretend to be a helpful member of the public. However, they intend to steal the motorists card details via 

a handheld device, or by distracting them at an ATM. They will then deceive the motorist into believing the machine 

has swallowed their card. The fraudster quickly uses the card or details fraudulently to make thousands of pounds 

worth of purchases and withdrawals. During the pandemic NHS trusts received financial support from the government 

to provide free parking to NHS staff (councils were also providing staff with free parking). However, as the pandemic 

moves away from its peak the government has announced that parking charges will be reinforced and only continue in 

certain circumstances. NHS staff displaying relevant evidence in their vehicle will continue to receive free parking, but 

some must have registered before the cut off in June for certain car parks. As these changes are publicly advertised, 

there is potential that fraudsters may begin targeting NHS staff with this scam  



 

 

Hackers target COVID-19 vaccine research 
The Guardian have reported UK, US and Canadian organisations involved in researching and developing a vac-
cine for Coronavirus have been targeted by Russian state-sponsored hackers. The report comes following previ-
ous alerts and warnings to organisations involved in healthcare and medical research, as the targeting of such 
organisations was predicted. The Guardian article references the NCSC, stating the group called APT29 is 
#almost certainly’ part of the Russian intelligence service. 
Read the full article here 

NHS Attempted Invoice Fraud 

An NHS organisation has recently reported it has received a fraudulent request for payment. A false invoice 

was submitted in an attempt to claim false payment for Personal Protective Equipment (PPE). Invoice fraud in-

cludes any fraud for which it can be shown that steps were deliberately taken by a supplier, or third party pur-

porting to be a supplier, to mislead a health body with a view to obtaining payments that were not properly 

due. Suppliers making requests for payment should be required to provide as much information as possible on 

their invoices and accompanying request. 

Two attempts, purportedly from separate companies, have been attempted. Both were sent from customised 

emails sharing the same London telephone and fax number. Details below: 

 D Ahkey Sort Code: 20-54-55, Account Number: 33717119  

Chicken Shack Leeds Limited Sort Code: 60-83-71, Account Number: 62280757, Tel: 02080 872047 

https://www.theguardian.com/world/2020/jul/16/russian-state-sponsored-hackers-target-covid-19-vaccine-researchers


 

 

NHS Supplier Warns of payment details change fraud 
CMD LTD a manufacturer and distributor of ergonomics, power and electrical supplies, which provides goods 

to some NHS organisations, has warned clients of a fraudulent attempt to change payment details with suppli-

ers. CMD LTD has directly contacted customers warning them to be aware of recent communications pur-

porting to be from the company advising of revised payment details. The communication to registered custom-

ers asks that any organisation which has received similar contact regarding payment details to contact CMD 

LTD directly. 

Banks revel top Coronavirus scams 

The BBC has this week reported the ten scams UK banks have warned the public to be wary of. The article out-

lines the UK Finance warning that scammers are using the pandemic and associated financial fears to scam 

members of the public. The article covers a range of scams including COVID-19 financial support, health and 

lockdown Read the BBC article here  Read the UK Finance alert here  

Police warning as fraudsters make tax scam calls 

Police are warning people of scammers claiming to be from HM Revenue and Customs (HMRC) tricking them 

into thinking they owe tax or debts and asking them to pay or purchase Google or Amazon gift cards. 

Norfolk Constabulary has received three reports of victims being scammed by this method in Norfolk last week 

alone, with fraudsters trying to claim a total of over £12,000. 

Read full details here 

 

https://www.bbc.co.uk/news/business-53573408
https://www.ukfinance.org.uk/covid-19-press-releases/uk-finance-reveals-ten-covid-19-scams-the-public-should-be-on-high-alert-for
https://www.norfolk.police.uk/news/latest-news/police-warning-fraudsters-make-tax-scam-calls


 

 

LCFS Summary 

Remember:  I’m here to help protect the NHS from fraud and corrup-
tion, but I can’t do this alone, I can’t be everywhere, and I need your 
help. 
  
If you think something seems ‘suspicious’ and want to chat anything 
through, you can always email me on eleni.gill@nhs.net or call me on 
07827 308906 and we can discuss your concerns.  If you would prefer, 
you can always raise your concerns via the NHS Fraud & Corruption Re-
porting Line on 0800 028 40 60 or your Chief Finance Officer who will 
pass your concerns on to me.  

  
Please don’t worry about raising your concerns, you will be protected 
by the Whistleblowing policy for all concerns raised in good faith, and 
no one will be disadvantaged if enquiries find that no wrongdoing has 
occurred.  It is better to report a concern that turns out to be nothing, 
than not say anything and a fraud is being perpetrated costing the NHS 
money and ultimately affecting the care we offer patients. 
  

 

Eleni Gill   

Local Counter Fraud Manager 

mailto:eleni.gill@nhs.net

