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Welcome to the Fraud Newsletter 23 July 2020 

 
Welcome to the latest edition of the Counter 

Fraud Newsletter. The newsletter is designed   

prevent and deter fraud by raising awareness and 

drawing your attention to emerging scams. 

This edition is again focusing on the most recent  

COVID-19 related fraud risks collated from vari-

ous intelligence sources including; NHS Counter 

Fraud Authority, The Government and the Tian 

Fraud Managers Network.  

It is important that we all continue to be          

compliant with organisational policies, systems 

and processes as staff may be challenged for non 

adherence. I will provide regular updates in this 

newsletter format relating to emerging fraud risks 

during the COVID-19 Pandemic. 

 

 

 

 

 

If you have a suspicion of fraud or corruption 

taking place within your workplace you have a 

variety of options of how to report it: 

Option 1: Call Eleni Gill, Local Counter Fraud 

Manager, directly on 07827 308906 

by email: eleni.gill@nhs.net  

Option 2: The Fraud & Corruption National Re-

porting Line is a free phone number where you 

can report suspicions anonymously in relation to 

any area of the NHS. The number for this service 

is 0800 028 40 60 

Option 3: Contact the Chief Finance Officer  

 

     HOW TO REPORT  
  SUSPICIONS OF FRAUD 



 

 

Personal health budget (PHB) –Requesting supplies There is the potential that some individuals 

may use the PHB of an associate for profit. The NHSCFA received a report about a carer who re-

quested extra supplies for their patient’s care during the pandemic. However, the supplies were sold 

and never reached the patient. The patient was in receipt of a PHB and a care package. However, as 

a result of COVID-19 emergency new measures have been introduced where full assessments have 

now been retracted. There is less scrutiny as staff are instead required to conduct what they perceive 

to be ‘proportionate reviews’ upon a request for alteration of a budget/plan. Additionally, the downturn 

in the economy may encourage carers to abuse PHBs and CHCs for profit, as mentioned above, ei-

ther through cost inflation or false claims. 

 

Cyber enabled fraud –Overdue invoices  The NHSCFA received a report about a fraudulent over-

due invoice sent to a provider. The invoice requested payment for goods that had never been ordered 

and was pre-dated to a time that was extremely busy for the finance department. Fraudsters can suc-

cessfully divert invoice payments as a result of information on NHS suppliers being freely available, 

the pressure NHS finance departments are currently under and recent changes in policy. Fraudsters 

can easily conduct online research on NHS suppliers to construct socially engineered emails. Addi-

tionally, due to sickness leave potentially causing staff shortages and an increased demand for sup-

plies NHSE and NHSI have been attempting to reduce the burden on finance departments. However, 

they have also informed providers that they must pay invoices within 7 days of receipt to prevent cash 

flow becoming a barrier to obtaining goods and services, or affecting jobs. Therefore, because of the 

pressure to pay invoices in such a short period of time and lack of oversight with individuals working 

from home, an overdue invoice may receive less scrutiny.  



 

 

Commissioning–New changes to insolvency law 

Some companies may continue to accept payment from the NHS under agreed contracts whilst 

being aware they will be unable to eventually fulfil contractual obligations. Additionally, public 

bodies have been advised to continue payments to suppliers that may be at risk of insolvency. 

The Corporate Insolvency and Governance Act 2020 has now come into force with the intention 

to relieve pressure on businesses until 30 September 2020. The bill gives companies more time 

to file accounts, delays creditor action and offers a court sanctioned restructuring plan. As a re-

sult, no insolvency proceedings can be instigated during a company’s mortarium period and an 

extension to the suspension of termination clauses has been granted to companies initiating the 

insolvency process. Additionally, Procurement Policy Note (PPN) was issued to advise public 

bodies on supplier payments during the pandemic. Including continuing to make payments to 

suppliers considered at risk and preparing for suppliers to enter insolvency. If not for the new 

act these companies would potentially be already entering insolvency. Companies which enter 

insolvency and continue to trade are often unable to pay their debts. Therefore, these compa-

nies may trade under the new provisions yet be aware they will eventually be unable to fulfil 

their contracts with the NHS. But, this is a complicated area of fraud to prove. In some cases, it 

could be considered ineffective/poor management of a company without intent to make a loss 

to another. However, running a company thisway can cause significant financial losses and if 

the directors have no intention of ever settling their debts, yet continue to trade, then the pro-

cess becomes fraudulent.  



 

 

Commissioning–Phoenixing It is possible that some companies may continue to trade with the NHS dur-

ing the pandemic and then towards the end start phoenixing to shed the debt and responsibilities. When 

debts become to overbearing whilst trading insolvent, phoenixing (selling the company as a new entity) the 

company can be an alternative option to entering the formal insolvency process. The original companies’ as-

sets are transferred, but its debts are not as the original company will enter administration, liquidation, ad-

ministrative receivership or be dissolved. Additionally, the Corporate Insolvency and Governance Act 2020 

now means that suppliers can no longer terminate their contracts on the basis a company is entering insol-

vency. The NHSCFA received a report about a company responsible for pandemic stockpiles which was fail-

ing to fulfil its contractual obligations, cutting costs through failing to pay its suppliers and then selling in the 

middle of the pandemic. The company was sold with the intention to reduce debts.  

Cyber enabled fraud –Ghost Broking and leasing scams Some NHS staff may be at risk of falling victim 

to a vehicle insurance or leasing scam. An individual was recently arrested on suspicion of fraud by false 

representation after running a Ghost Broking scam, part of which involved offering discounts to NHS staff. 

Ghost Broking occurs when a scammer purports to be offering genuine car insurance to motorist, but the of-

fers are fake. The insurance can be either fraudulent in its entirety, details may be changed to lessen the 

cost, or the insurance will initially be genuine, but the fraudster will later claim a refund without informing the 

motorist. Additionally, the British Vehicle Rental and Leasing Association (BVRLA) reported that scammers 

were also advertising fraudulent vehicle leasing deals on social media, mostly targeting those with poor 

credit ratings. Therefore, there is the potential that these types of fraudulent offers may also claim to offer 

discounts to NHS staff. As a result of the pandemic many companies have offered discounts to NHS staff or 

the emergency services in general, therefore it is not unreasonable for NHS staff to assume a discount is 

genuine. However, fraudsters are using these circumstances to scam key workers into parting with their  

hard-earned money during financially turbulent times. 



 

 

NHS staff –Handling stolen goods  

There is the possibility that a fraction of NHS staff may be ordering supplies with the intention stealing 

them. The NHSCFA received a report about an staff member who was responsible for ordering sup-

plies in their department. They would order PPE and machine parts with the intention of later stealing 

them. They would also order items to replace what they stole. Within primary care NHSE supplies can 

be ordered through PCSE Online, it is a similar process to online shopping with a catalogue of items 

approved for delivery, however healthcare providers will not be charged for their orders. There is no 

limit to the number of orders from each provider, but there is usually a main contact who requires user 

access permissions to make the requests. In addition to this there is an NHS supply chain to help with 

demand during the pandemic and another dedicated to PPE supply running parallel to meet the vol-

ume of requests. Currently any NHS organisation requiring urgent PPE can contact the National Sup-

ply Distribution Response (NSDR), there is also an online portal to order PPE for an emergency top 

up. All these avenues for ordering NHS supplies without charge enable individuals with access to ex-

ploit them for personal gain.  

NHS staff –Overtime Claims  

There is the potential that a portion of band 8 staff or above may claim overtime to which they are not 

entitled. During the pandemic the NHS has been facing an unprecedented pressure and some claims 

may go unscrutinised. The NHSCFA has received information about a senior staff member regularly 

claiming excessive overtime payments for hours they did not work. Not only is the individual falsifying 

their hours, but they are also not entitled to claim overtime payments within their banding. Staff on the 

pay bands between 8 and 9 are not entitled to overtime payments, bands 1 to 7 are eligible to claim. 

On-call pay is not comprised of the above. 



 

 

Fraudulent access –Passenger locator form There is the potential that fraudulent access may de-

crease and outstanding funds may be recovered as a result of the new requirements upon entering in 

the UK. A passenger locator form must now be completed by any individual arriving in the UK. Alt-

hough there are a few exemptions, the majority who refuse to provide their personal and contact de-

tails will receive a fine of up to £100, they may also be refused entry. The information provided will be 

used to contact people if an individual with whom they travelled develops COVID-19 symptoms. It is 

also used to enforce the 14 day self-isolation policy after arrival in the UK. Although self-isolation is no 

longer required from those arriving from within the travel corridor, contact details will still be compul-

sory. The UK operates under the ‘ordinarily a resident’ policy for individuals seeking NHS services 

without charge. But, primary care is freeto all and if treatment is deemed urgent and necessary it 

should not be withheld. Even if an individual has disclosed, they have no means to pay, care should 

still proceed. This is not considered fraudulent access; fraudulent access occurs when an overseas 

patient gains or attempts to gain access to NHS services with the intent to avoid payment through fail-

ing to disclose they are not eligible, or by falsely representing themselves as eligible. The Home Of-

fice stores information on individuals entering or residing in the UK. The NHS is required by law to in-

form the Home Office, via DHSC, of unpaid debts for NHS care. This data sharing is justified under 

the General Data Protection Regulation 2018 and the National Health Service Act 2006. The Home 

office itself can share data with organisations preventing fraud for law enforcement purposes. The 

Home office can also encourage debtors to make a voluntary payment to an NHS provider or a debt 

agency, alternatively after being refused entry or leave to remain an individual may choose to pay the 

debt themselves. As a result of the new requirement and possible further data sharing, unpaid debts 

may be sought more successfully and those who are intending to fraudulently receive care without 

charge may be deterred.  



 

 

NHS staff –Sickness There is the possibility that some NHS staff may use COVID-19 as a justification for 

sick leave to avoid triggers. The NHSCFA received a report about a staff member who had used COVID-19 

as a reason for multiple absences. The NHS uses trigger points to monitor sickness absences. The reason 

for multiple absences may be genuine however they are logged to ensure patterns do not go unnoticed. 

Reaching a certain trigger level will prompt a discussion with a manager as regular short-term sick leave can 

cause disruption for the employees’ team and organisation. Further trigger levels may result in reviews, 

plans or in some cases dismissal. Triggers are counted through accumulative sickness episodes per annum. 

However, absences relating to certain conditions such as pregnancy, injury in the workplace or COVID-19 

are excluded from trigger calculations. For COVID-19 related sickness staff will also be paid as if they were 

still working, instead of with sick pay calculated on their basic salary.  

NHS services –Covid-19 testing The NHSCFA has received reports about individuals potentially manipu-

lating COVID-19 testing in the UK to meet the entry requirements of other countries when travelling. Individ-

uals may also be able avoid the charges for tests upon arrival in other countries. Recent changes in guid-

ance allow individuals to travel to certain countries and territories which are now exempt from the previous 

advice, these countries must be within the ‘travel corridor’. However, these countries may still require self-

isolation upon entry, unless a passenger has already had recent COVID-19 test or purchases a test upon ar-

rival.  For example, Antigua and Barbuda is currently within the travel corridor, those travelling by air must 

present proof of a negative COVID-19 test which they received less than 7 days prior to arrival. Alternatively, 

passengers may be instructed to pay a or self-isolating for 14 days upon arrival. But, to receive a test in the 

UK for COVID-19 individuals must declare to have symptoms of COVID-19. There are some exceptions to 

receiving a test if you are not presenting symptoms, however intent to travel outside of the UK is not a justi-

fied reason. Therefore, it is a possibility that some individuals may manipulate the COVID-19 testing service 

by falsifying symptoms in order to avoid COVID-19 related testing costs, or secure entry when travelling. 



 

 

Buying and selling NHS prescribed drugs online  

With the lack of street drugs available in Europe and a downturn in the economy people may resort to 

buying and selling prescription drugs more frequently. The NHSCFA has received multiple reports 

about individuals selling their NHS prescription-only drugs online. The process for purchasing drugs 

has changed as a result of COVID-19 because the sale of drugs has moved to online marketing plat-

forms. A study recently conducted by the European Monitoring Centre for Drugs and Drug Addiction 

(EMCDDA) found that there has been an increase in the use of prescription medicines and a de-

crease in the use of stimulant drugs. The study discovered that during the first 3 months of the pan-

demic people were seeking out prescription medications to combat mental health, due to the street 

market being disrupted by quarantine and isolation, and also because there were no longer the social 

environments in which to ingest certain stimulant drugs. Also, local shortages have been reported 

which have contributed to a rise in the price of drugs supplied by OCGs. Therefore, there is also the 

potential, according to the EMCDDA, that some of these new drug choices will become preference 

amongst drug users in the future. Additionally, the global stock market plummeted towards the end of 

February which may now result in an economic recession, many companies have not only experi-

enced an unexpected fall in revenue but also in their share prices. Also, the number of individuals em-

ployed in the UK recently fell for the first time in several years. As a result, Europol have predicted 

that an economic recession could inadvertently cause an increase in the use of various substances. 

Partly because of the negative feelings individuals may have experienced as a result of COVID-19 

being magnified further by a recession. 

 

  



 

 

Spoofing numbers  It is possible that some cyber criminals may spoof the phone number of a hospi-

tal, GP or the test and trace service to harvest confidential information. Spoofing occurs when a caller 

manipulates the receivers ID display on their phone. This disguises the actual number calling and it 

appears as a familiar or trustworthy one to the recipient. Victims are therefore willing to disclose confi-

dential or personal information to a fraudster. Number spoofing is possible through the use of a soft-

ware, referred to as VoIP, which is freely shared online. Scammers will first conduct research to locate 

the number they intend to copy, they will then save the number into the software, and from then on-

wards the software will mask the actual number with the saved number. There is the potential that 

some fraudsters may use number spoofing to appear as if they work for NHS test and trace service, 

individuals may provide personal and financial information to a scammer or comply with dialling a pre-

mium rate number. People may also willingly share the details of those they have been in contact 

with. Potentially disclosing the contact details of others and widening the net of individuals to target. 

Victims of coronavirus-related scams have lost over £11 million - Wednesday, 8 July, 2020 

Action fraud has reported that a total of £11,316,266 has been reported lost by 2,866 victims of coro-

navirus-related scams. Action fraud has received 13,820 reports of coronavirus-related phishing 

emails.  

Hackers target COVID-19 vaccine research 
The Guardian have reported UK, US and Canadian organisations involved in researching and devel-
oping a vaccine for Coronavirus have been targeted by Russian state-sponsored hackers. The report 
comes following previous alerts and warnings to organisations involved in healthcare and medical re-
search, as the targeting of such organisations was predicted. The Guardian article references the 
NCSC, stating the group called APT29 is almost certainly’ part of the Russian intelligence service. 
Read the full article here 

https://www.theguardian.com/world/2020/jul/16/russian-state-sponsored-hackers-target-covid-19-vaccine-researchers


 

 

LCFS Summary 

Remember:  I’m here to help protect the NHS from fraud and corrup-
tion, but I can’t do this alone, I can’t be everywhere, and I need your 
help. 
  
If you think something seems ‘suspicious’ and want to chat anything 
through, you can always email me on eleni.gill@nhs.net or call me on 
07827 308906 and we can discuss your concerns.  If you would prefer, 
you can always raise your concerns via the NHS Fraud & Corruption Re-
porting Line on 0800 028 40 60 or your Chief Finance Officer who will 
pass your concerns on to me.  

  
Please don’t worry about raising your concerns, you will be protected 
by the Whistleblowing policy for all concerns raised in good faith, and 
no one will be disadvantaged if enquiries find that no wrongdoing has 
occurred.  It is better to report a concern that turns out to be nothing, 
than not say anything and a fraud is being perpetrated costing the NHS 
money and ultimately affecting the care we offer patients. 
  

 

Eleni Gill   

Local Counter Fraud Manager 

mailto:eleni.gill@nhs.net

