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Welcome to the Fraud Newsletter 13th July 2020 

 
Welcome to the latest edition of the Counter 

Fraud Newsletter. The newsletter is designed   

prevent and deter fraud by raising awareness and 

drawing your attention to emerging scams. 

This edition is again focusing on the most recent  

COVID-19 related fraud risks collated from vari-

ous intelligence sources including; NHS Counter 

Fraud Authority, The Government and the Tian 

Fraud Managers Network.  

It is important that we all continue to be          

compliant with organisational policies, systems 

and processes as staff may be challenged for non 

adherence. I will provide regular updates in this 

newsletter format relating to emerging fraud risks 

during the COVID-19 Pandemic. 

 

 

 

 

 

If you have a suspicion of fraud or corruption 

taking place within your workplace you have a 

variety of options of how to report it: 

Option 1: Call Eleni Gill, Local Counter Fraud 

Manager, directly on 07827 308906 

by email: eleni.gill@nhs.net  

Option 2: The Fraud & Corruption National Re-

porting Line is a free phone number where you 

can report suspicions anonymously in relation to 

any area of the NHS. The number for this service 

is 0800 028 40 60 

Option 3: Contact the Chief Finance Officer  

 

     HOW TO REPORT  
  SUSPICIONS OF FRAUD 



 

 

Warning over NHS Test and Trace scam that could cost you £500 

Cifas has reported that threat fraudsters are trying to scam vulnerable people out of up to £500 by telling them they are at risk 

of Covid-19 and need to buy a testing kit. The scams range from premium rate phone numbers, to requests for sensitive per-

sonal information, and even demands for payments as high as £500 for a testing kit.  

CCI Credit Management phishing email 

CCI Credit Management are aware of phishing emails that are being sent to NHS organisations purporting to be from CCI Credit 

Management Ltd asking the recipient to click on a link to download the status of current cases. CCI Management are used by 

many NHS organisations for debt recovery and they have contacted all affected clients. Be cautious when receiving any email 

asking you to click on any links.  

Ticket fraud warning as venues prepare to re-open 

Action fraud are urging people to be wary of fraudsters selling fake or non-existent tickets to events.  With pubs, restaurants, 

cinemas and museums set to reopen with social distancing measures, demand for tickets and reservations is likely to be high. 

People should take extra care when buying tickets online. 

Spot the signs of ticket fraud: 

• Only buy tickets from the venue’s box office, official promoter or agent, or a well-known and reputable ticket site. 

• Avoid paying for tickets by bank transfer, especially if buying from someone unknown. Credit card or payment services 

such as PayPal offer greater protection against fraud. 

• Be wary of unsolicited emails, texts or adverts offering unbelievably good deals on tickets. If it sounds too good to be 

true, it probably is. 

 



 

 

Thanks a million: British public help reach major milestone in fight against scammers 

The National Cyber Security Centre’s (NCSC) Suspicious Email Reporting Service has received over a million reports of scam emails in two months.  

The Suspicious Email Reporting Service was launched as part of the Cyber Aware campaign, which promotes protective behaviours to keep your 

online accounts and your devices as secure as possible.   The service has seen a massive response from the public, receiving a daily average of 

16,500 emails and now reaching the milestone of one million. There have also been numerous examples of fake online shops and spoofs involving 

brands such as TV Licensing, HMRC, Gov.uk and the DVLA. 

Latest figures show that 10% of the scams were removed within an hour of an email being reported, and 40% were down within a day of a report. 

10,200 malicious URLs linked to 3,485 individual sites have been removed thanks to the 1 million reports received. Read the full article here 

Password aware As we are all spending more time online, and it can be hard to keep track of all your new accounts. Don't re-use the same pass-

word - save your passwords to your browser instead.  Find out more about how you can stay CyberAware here.  

Malware / Viruses 

Cyber criminals are exploiting cancelled events as a result of the pandemic to infect users with malware. It is reported that hackers are embedding 

harmful malware within attachments available online claiming to offer information on cancelled events and ticket refunds. 

Email scams & Phishing scams 

Cifas has reported that from 1-8 June 2020 there were 64 PayPal lookalike domains detected. These are domains that are similar to the legitimate 

PayPal website domain. While such occurrences can be a result of PayPal's brand protection strategy, it could also mean that threat actors are plan-

ning to use these domains to support phishing attacks against members of the public. Consumers should always exercise caution when receiving 

unsolicited emails and double check the URL of any site link included in the email.  

Cifas has reported that a message purporting to be from Instagram’s help centre threatens to close your account if you don’t hand over personal 
information. The direct message warns that one of your posts has infringed copyright law and your account will be closed within 24 hours if you 
don’t dispute the ‘breach’ by following a link. The message is also signed off with the real address of Instagram’s Californian HQ, which gives a false 
impression of authenticity. The account name used to send the messages is ‘Instagramsupportcf’ and should ring alarm bells. Instagram contacts its 
users about account information or account issues over email, not through private message on the platform. The message also contains a number 
of grammatical errors. Read more here 

https://www.ncsc.gov.uk/news/british-public-help-reach-milestone-against-scammers
http://ncsc.gov.uk/cyberaware/home
https://conversation.which.co.uk/money/instagram-copyright-violation-scam-direct-message/


 

 

Email scams & Phishing scams continued 

During the pandemic a range of phishing emails have purported to be from reputable organisations advising recipient’s payment for services has 
failed to be taken. These emails have targeted mobile phone networks, streaming services and TV Licensing amongst others. In March this year Ac-
tion Fraud highlighted a message circulating on social media and messaging services, warning the public of ‘sophisticated’ scam emails which mimic 
these payment failure messages. The communication claims to have originated from the City of London Police Fraud Team and suggests clicking on 
the link can cause instant financial loss. Similar messages to the communication seen in March are circulating again. Although phishing emails 
claiming payment methods have failed are common, fraudsters require victims to follow links and input their payment details in order to gain ac-
cess to money. Click here to read the Action Fraud publication 

CIFAS have identified emails purporting to be from Microsoft are circulating, these emails claim the users email address was selected to receive a 
payment from the Coronavirus Relief Fund set up by Microsoft. The email contains an attached JPG file, which claims to contain further details on 
how to claim the payment. 

A GOV.UK tax rebate phishing email has re-emerged with some minor changes, the subject header reads: “Urgent: Updates on COVID-19”. The 
sender email is now “service@gov.co.uk” which has been confirmed as a spamming site. The email states the government, in co-operation with Na-
tional Insurance and National Health Services, has established a new tax refund programme, as a precaution measure against COVID-19. The recipi-
ent is told they are eligible for a tax refund (rebate) of 519.34 GBP. 

A HMRC phishing email has emerged that appears to have been sent from “covid19@hmrc.gov.uk”. The subject line reads: “Coronavirus Job Reten-
tion Scheme”. The emails ask the recipient to reply to “covid19@hmrc-insurance.co.uk” with personal details including their full name, address and 
their national insurance number. 

Another HMRC rebate scam email making the rounds tells the potential victim that the Government has taken steps to list Coronavirus as a 

“notifiable disease” in law, and that working alongside HM Revenue & Customs (HMRC) a new tax refund plan has been established to help support 

people’s finances during the recovery. As a result, and based on the recipient’s record of National Insurance contributions, they are ‘entitled’ to a 

refund. In an example email the amount offered was £128.34. 

Emails advertising Bitcoin investment opportunities have been making the rounds. The email’s subject: “YOUR AUTOMATED INVESTMENT FUTURE 

CORONA MILLIONAIRE”. There are a number of links and videos in the emails to appear more legitimate claiming to give the recipient more access 

to learn more about investment opportunities as a result of the outbreak. 

https://www.actionfraud.police.uk/alert/warning-about-false-danske-bank-messages


 

 

Potentially fraudulent invoices sent to NHS Trusts 

It has been reported this week that an NHS General Practice has received potentially fraudulent invoices. The organisation purports to be a printing 

company and has invoiced the practice for office supplies which have not been ordered. It is recommended that General Practices and NHS Trusts 

should conduct checks against the following companies in order to ascertain whether any inappropriate invoices have been received, paid or de-

clined; Prestige Office Supplies Ltd, Eurotrade Office Supplies Limited, Office Hub Southern Limited and Office Central Limited. Positive findings 

should be reported to the LCFS and all NHS organisations are advised to remain vigilant.  

HMRC phishing scam targets passport information 

As previously reported, a phishing scam designed to steal personal details from self-employed workers is continuing to circulate. The scam 

attempts to capture personal and financial information as well as passport details. The National Cyber Security Centre (NCSC) Threat Report on 12 

June 2020 explained how the public are informed via SMS that they may be eligible for a tax refund. They are then redirected to a fake web page 

that looks like the official HMRC site. 

The recent addition to this scam includes requesting passport information as part of a ‘verification’ process. HMRC will never send notifications of a 

tax rebate or ask that personal or payment information, including passport information, be disclosed by email or text message. Read more here 

Regulator warns on food fraud risk 

The Food Standards Scotland @FSScot has issued a warning calling on businesses and consumers to be vigilant against heightened food fraud risks 

arising from the coronavirus pandemic. Read full article here  

Brushing Scams 

Reports of brushing scams have risen during the pandemic. The scam involves receiving packages from online retails which haven’t been paid for or 

ordered. The scam commonly involving Amazon occurs when traders create accounts using details of unsuspecting recipients and then sends prod-

ucts. The retailer will then use the fake account created to write false ‘verified reviews in order to improve their reputation. Commonly accounts 

are created using user details leaked online. Consumer website Which? reported in 2018 the rise in the scam, whilst reports have continued to be 

reported during the pandemic, possibly as retailers attempt to improve ratings to target the increased online shopping market. Read the Which? 

article here 

https://www.infosecurity-magazine.com/news/covid19-phishing-scams-persist/
https://www.foodnavigator.com/Article/2020/07/07/Regulator-warns-on-food-fraud-risk-COVID-19-has-created-potential-opportunities-for-unscrupulous-traders-to-cut-corners?utm_source=copyright&utm_medium=OnSite&utm_campaign=copyright
https://conversation.which.co.uk/money/amazon-prime-brushing-scam-explained/
https://conversation.which.co.uk/money/amazon-prime-brushing-scam-explained/


 

 

Patient Fraud—Prescriptions 

There is the potential for some individuals to obtain unnecessary prescriptions on repeat without re-committing fraud. Individuals may have previ-

ously declared false symptoms to a GP to receive a prescription. This prescription may then be sold or not used in accordance with the prescribing 

purpose. In response to COVID-19 individuals are advised against coming into a surgery unless they have been explicitly told to do so. As a result, 

GPs are now offering consultations across the telephone or online via video and chat boxes. This method may make it easier for individuals to falsi-

fy symptoms because their weight, blood pressure and temperature cannot be verified. Additionally, due to COVID-19, primary care has been re-

quested to increase their use of electronic repeat dispensing. No contact is required for re-ordering a prescription, the prescriber will arrange the 

delivery to the patient’s pharmacy at regular intervals. Thus, allowing those who have previously falsified their symptoms to receive an automated 

repeat prescription of unnecessary items.  

NHS staff - Falsifying documentation  

NHS staff may be falsify documentation from abroad to support their claim to self-isolate. The NHSCFA received a report about an individual that 

supplied false documents to support a positive diagnosis of COVID-19 whilst abroad. The subject had failed to return to work and later reported 

sickness, declaring they were required to self-isolate for months due to COVID-19, much longer than the 7 to 14 days advised by the NHS. Upon 

failing to provide further supporting evidence, the trust discovered the sickness certificate was fraudulent and suspended the individuals pay. Cur-

rently, both residents and visitors to the UK must self-isolate for the first 14 days they are in the UK, however there are exceptions including NHS 

health or care professionals travelling to provide essential healthcare in the UK.  

Agency staff – Prescribing  

There is the potential that some agency staff may unnecessarily prescribe potential and proven COVID-19 treatments to their associates. The 

NHSCFA were informed about a member of agency staff who was dispensing prescriptions for potential COVID-19 treatments to staff in a particular 

department. The individual then falsely declared to have reported themselves for the offence and produced falsified evidence that the case was 

receiving no further action. However there is  the potential that drugs are being  exploited for profit including sales on the dark web. 



 

 

LCFS Summary 

Remember:  I’m here to help protect the NHS from fraud and corrup-
tion, but I can’t do this alone, I can’t be everywhere, and I need your 
help. 
  
If you think something seems ‘suspicious’ and want to chat anything 
through, you can always email me on eleni.gill@nhs.net or call me on 
07827 308906 and we can discuss your concerns.  If you would prefer, 
you can always raise your concerns via the NHS Fraud & Corruption Re-
porting Line on 0800 028 40 60 or your Chief Finance Officer who will 
pass your concerns on to me.  

  
Please don’t worry about raising your concerns, you will be protected 
by the Whistleblowing policy for all concerns raised in good faith, and 
no one will be disadvantaged if enquiries find that no wrongdoing has 
occurred.  It is better to report a concern that turns out to be nothing, 
than not say anything and a fraud is being perpetrated costing the NHS 
money and ultimately affecting the care we offer patients. 
  

 

Eleni Gill   

Local Counter Fraud Manager 

mailto:eleni.gill@nhs.net

