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Welcome to the Fraud Newsletter 19th June 2020 

 
Welcome to the latest edition of the Counter 

Fraud Newsletter. The newsletter is designed   

prevent and deter fraud by raising awareness and 

drawing your attention to emerging scams. 

This edition is again focusing on the most recent  

COVID-19 related fraud risks collated from vari-

ous intelligence sources including; NHS Counter 

Fraud Authority, The Government and the Tian 

Fraud Managers Network.  

It is important that we all continue to be          

compliant with organisational policies, systems 

and processes as staff may be challenged for non 

adherence. I will provide regular updates in this 

newsletter format relating to emerging fraud risks 

during the COVID-19 Pandemic. 

 

 

 

 

 

If you have a suspicion of fraud or corruption 

taking place within your workplace you have a 

variety of options of how to report it: 

Option 1: Call Eleni Gill, Local Counter Fraud 

Manager, directly on 07827 308906 

by email: eleni.gill@nhs.net  

Option 2: The Fraud & Corruption National Re-

porting Line is a free phone number where you 

can report suspicions anonymously in relation to 

any area of the NHS. The number for this service 

is 0800 028 40 60 

Option 3: Contact the Chief Finance Officer  

 

     HOW TO REPORT  
  SUSPICIONS OF FRAUD 



 

 

Email scams & Phishing scams 

The Health and Safety Executive (HSE) is aware of malicious emails reportedly coming from a HSE address. Please 
note these are not officially sent from HSE. HSE advises anyone who receives a message not to click/open any doc-
uments and delete the emails. There is no need to contact HSE. 

A new Amazon phishing campaign has emerged claiming to offer recipients the chance to win a £1,000 Amazon gift 
card. The subject reads: “On the occasion of overcoming the coronavirus, Amazon gives you the gift of victory.” The 
sender name is spoofed to read contact@amazon.com. The recipient is instructed to click on a link in order to ap-
ply. The link has been identified as malware. 

Fake voicemail notifications are targeting remote workers. Attackers have devised a new phishing campaign that 
distributes emails that look as if they were generated by PBX, a legacy technology that integrates with employees’ 
email clients so they can receive their voicemail recordings. Researchers found this has threatened nearly 100,000 
mailboxes around the world, across multiple sectors. PBX is a useful tool for employees who lack convenient access 
to their office landlines, increasing usage due to COVID-19. Actors are now crafting email subject lines designed to 
trick recipients into thinking they have received a new voice message. Malicious attachments drive recipients to a 
fake landing page for credential harvesting e.g. their O365 login credentials. Actors use highly targeted subject 
lines that include a specific company’s or person’s name. The emails do not bear an actual malicious payload and 
can bypass secure email gateways. 

A ‘DHL Overdue Account Notice’ email is doing the rounds and the sender name reads ‘DHL Accounts Receivable 

Dept. [mailto:noreply@dhl.com]’ and asks you to click on a link for more details. Do not click on any links and con-

tact DHL directly for any queries. 

 

 



 

 

Remote workers targeted by Office 365 phishing scam 

Cyber criminals have been targeting remote workers with a phishing attack that seeks to steal user credentials. The 

scam sees attackers send staff an email pretending to be from their organisation’s IT department. It requests users 

update the VPN configuration used to access the company network while working from home. Users who click the 

link in the email are directed to a fake page that looks identical to a legitimate Office 365 login page. Staff who are 

misled into entering their credentials give the fraudsters the details to their Office 365 account. 

Cyber criminals constantly look for new opportunities to trick people into revealing sensitive information. NSCS has 

provided advice on spotting and dealing with phishing emails and messages here. 

The NCSC has published a range of guidance to support organisations with remote working here  

 

Multiple Vulnerabilities identified by Cisco in their Adaptive Security Appliance (ASA) Software and Firepower 

Threat Defence (FTD) software and routers 

The National Cyber Security Centre (NCSC) has reported that multiple vulnerabilities have been identified by Cisco 

in their ASA and FTD software and routers which could allow an unauthenticated, remote attacker or an authenti-

cated, local attacker; to conduct directory traversal attacks and obtain read and delete access to sensitive files on a 

targeted system; to execute arbitrary code on an affected system or cause an affected system to crash and reload. 

See NCSC  weekly threat report for links to advisories provided by Cisco. 

https://www.ncsc.gov.uk/guidance/suspicious-email-actions
https://www.ncsc.gov.uk/guidance/home-working
https://www.ncsc.gov.uk/report/weekly-threat-report-5th-june-2020


 

 

 Phone and Text Scams 

Police continue to warn people to be wary if scammers calling and pretending to be part of the NHS Test and Trace 
service. See last week’s alert for details on how to look out for these scammers. Remember if you are contacted by 
the NHS Test and Trace service, you will never be asked to provide any passwords, bank account details or PINs. 

Action Fraud are aware of scammers claiming to be from HM Revenue and Customs (HRMC) offering financial sup-
port as a result of coronavirus. If you receive a text, email or call claiming to be from HMRC that asks you to click 
on a link or give info such as your name, credit card or bank details, it's a scam. 

Fake lockdown fines, which involved victims being contacted by bogus text messages claiming to be from the gov-
ernment. 

Scams texts purporting to be from Sky, GOVUK and HMRC are being seen and reported. Examples include the fol-

lowing: “I received notification of the Sky engineers visit earlier in the week scheduled for 1 June and a text mes-

sage from the Sky messaging service on Sunday as a reminder and the engineer called yesterday. I have changed 

my sky password, blocked this number and deleted the message.”; “Just had a call from 01227 126302, a recorded 

message from HMRC stating there was a tax fraud against my name. I didn’t get to the end of the message deleted 

and blocked the number.”; “GOVUK: You may be eligible for a COVID-19 relief fund of up to Â£1,500.00 please 

complete the application form with the link below to check your eligibility.”; Hi ___ it’s Sky. We’d like to come and 

attempt your Sky visit soon. Your engineer will attempt to complete the work from outside your property, but to 

get your services fully up and running, they may need to come into your home. We have clear guidance to keep 

you and your engineer safe. If you’d like to go ahead, we have an engineer available on 29/05/2020.  



 

 

 Online Retailers / Counterfeit goods / Door to Door 

Fraudsters are posing as nurses on dating sites. The National Crime Agency director general stated, “We’ve seen re-

ports of a dating fraud where people are pretending to be a nurse in a hospital stating that they ‘need money to 

help get to work’.  

Ransomware 

Criminals are using malicious CV and medical leave forms to spread banking Trojans and information stealers. 
When opening the attached file, victims are asked to “enable content” and when they do, a malicious macro starts 
running, downloading the malware. Once a device was infected, threat actors could use the malware to carry out 
financial transactions on the device. 

EMSOU has warned that there is expected to be a spike in ransomware attacks as employees return to their physi-

cal workspaces. Due to the short amount of time to prepare employees for remote working, security protocols and 

procedures were relaxed in some organisations. Ransomware on potentially compromised devices are expected to 

be activated when returned to the workspace. 

Social media and other messaging platforms 

Action Fraud has received over 300 reports since January 2020 about Snapchat accounts being compromised as a 
result of users being tricked into handing over their log-in or two-factor authentication (2FA) codes. In some cases 
these victims are being extorted for money with the threat of having their private photos being shared publicly. 



 

 

LCFS Summary 

Remember:  I’m here to help protect the NHS from fraud and corrup-
tion, but I can’t do this alone, I can’t be everywhere, and I need your 
help. 
  
If you think something seems ‘suspicious’ and want to chat anything 
through, you can always email me on eleni.gill@nhs.net or call me on 
07827 308906 and we can discuss your concerns.  If you would prefer, 
you can always raise your concerns via the NHS Fraud & Corruption Re-
porting Line on 0800 028 40 60 or your Chief Finance Officer who will 
pass your concerns on to me.  

  
Please don’t worry about raising your concerns, you will be protected 
by the Whistleblowing policy for all concerns raised in good faith, and 
no one will be disadvantaged if enquiries find that no wrongdoing has 
occurred.  It is better to report a concern that turns out to be nothing, 
than not say anything and a fraud is being perpetrated costing the NHS 
money and ultimately affecting the care we offer patients. 
  

 

Eleni Gill   

Local Counter Fraud Manager 

mailto:eleni.gill@nhs.net

