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Welcome to the Fraud Newsletter 25th June 2020 

 
Welcome to the latest edition of the Counter 

Fraud Newsletter. The newsletter is designed   

prevent and deter fraud by raising awareness and 

drawing your attention to emerging scams. 

This edition is again focusing on the most recent  

COVID-19 related fraud risks collated from vari-

ous intelligence sources including; NHS Counter 

Fraud Authority, The Government and the Tian 

Fraud Managers Network.  

It is important that we all continue to be          

compliant with organisational policies, systems 

and processes as staff may be challenged for non 

adherence. I will provide regular updates in this 

newsletter format relating to emerging fraud risks 

during the COVID-19 Pandemic. 

 

 

 

 

 

If you have a suspicion of fraud or corruption 

taking place within your workplace you have a 

variety of options of how to report it: 

Option 1: Call Eleni Gill, Local Counter Fraud 

Manager, directly on 07827 308906 

by email: eleni.gill@nhs.net  

Option 2: The Fraud & Corruption National Re-

porting Line is a free phone number where you 

can report suspicions anonymously in relation to 

any area of the NHS. The number for this service 

is 0800 028 40 60 

Option 3: Contact the Chief Finance Officer  

 

     HOW TO REPORT  
  SUSPICIONS OF FRAUD 



 

 

Local Fraud Alert - Fraudulent Invoice - Medical Supplies (COVID-19) 

The Fraud and Security Management Service which is hosted by Hampshire and Isle of Wight Partnership of 

Clinical Commissioning Groups has issued a local fraud alert to: Hampshire and Isle of Wight General Practice 

Managers; Hampshire and Isle of Wight Chief Pharmacists; and 

NHS Trust/CCG Directors of Finance and Chief Finance Officers on 12 June 2020 regarding ‘fraudulent invoices 

for medical supplies (COVID-19)’.  A general practice in the Hampshire and Isle of Wight area has reported that 

an invoice has been received from a company named as Med Supply Group LTD. 

This company purports to be a supplier of medical supplies and had invoiced the general practice.  These items 

had not been ordered by the practice and therefore the invoice is considered to be fraudulent with the aim of 

taking advantage of NHS financial systems during the COVID-19 national emergency.  The company is regis-

tered with Companies House as a wholesaler of office furniture but no company website or online contact de-

tails have been located; other than those contained within the invoice which are given as medsup-

plygroup@dr.com and telephone 03300431276. You are urged not to use these details. 

It is highlighted that the company’s registered address is linked to a report made by the Insolvency Service in 

2016 that identified a network of over 50 phantom companies. These companies were ordered into liquidation 

by the High Court on grounds of public interest and were reported as run solely as vehicles for fraud to obtain 

credit by filing false accounts and other false information. For action required please read on……... 



 

 

Local Fraud Alert - Fraudulent Invoice - Medical Supplies (COVID-19) continued…….. 

Action Required 

1. General Practices should at the earliest opportunity undertake a review of their finance systems to ascer-
tain whether any invoices have been received, paid or declined. 

2. All NHS Trusts and Clinical Commissioning Groups should also conduct checks against their financial, pro-
curement and ICT systems. 

3. Any positive findings should be reported immediately to the LCFS. 

4. All NHS organisations are advised to remain vigilant and be cautious if contacted by new suppliers. Any un-

usual requests should be reported or checked with line managers  

Shielding Patient Lists (SPL) – Letters 

The NHSCFA and Local Counter Fraud Specialists (LCFS) have received reports concerning the alleged use of 

fraudulent shielding letters for personal gain. These reports fall into the following categories: 

• Staff alleged to be working when reporting to the self-isolating/shielding from their primary NHS role. 
• Staff member reporting they are self-isolating/shielding following the receipt of a shielding text. Text is be-

lieved to be fake and staff member reports they have not received a letter and reports GP has refused to 
provide a shielding note. 

• Staff member has provided what is believed to be a fake letter shielding letter. Checks with staff member’s 
GP confirms the letter is not authentic. 

• Staff member believed to be self-isolating/shielding but seen outside of their home socialising. 



 

 

NHS Test and Trace 

NHS Test and Trace emails continue to be a target for fraudsters. The Chartered Trading Standards Institute has 

witnessed evidence of bogus texts informing members of the public that a "COVID Home Testing Team" will 

visit their homes. NHS Test and Trace will never ask to visit your home. Read full article here 

There are many news articles regarding fake emails and guidance on what to look out for. The fake email refers 

to the service as ‘track and trace’ and advises the recipient that they have been exposed to someone who has 

tested positive for coronavirus. They are instructed to click a link to find out who that person is and warned if 

they fail to do so within 24 hours, legal action may be taken and benefits suspended. The email address used is 

alert@nhs-trackandtrace233-gov.com. Fraudsters may also try to exploit the government’s new test and trace 

system by spoofing the telephone number used by contact tracers and use this to talk individuals into provid-

ing personal/financial details.  

The key advice is that NHS contact tracers will NEVER ask you to: 

• dial a premium rate number to speak to them (e.g. those starting 09 or 087)  
• or make  any form of payment or purchase a product or any kind. 
• give details about bank accounts. 
• give social media identities or login details, or those of contacts. 
• supply any passwords or PINs, or set up any passwords or PINs over the phone. 
• disclose any of your personal or medical information to your contacts. 
• download any software to your device 
• access any website that does not belong to the government or NHS  

https://www.tradingstandards.uk/news-policy/news-room/2020/fake-covid-19-home-testing-appointment-texts-targets-public?utm_source=CTSI%20website&utm_medium=Twitter&utm_campaign=Fake%20COVID-19%20home%20testing%20appointment%20texts%20targets%20public


 

 

DHL Scam email 

An Accounts Manager at a Trust has received three emails in quick succession appearing to be from DHL. The 

Trust does have had an account set up with DHL but it has never been used and the emails were sent to a 

named person in the Accounts Team who has never had dealing with DHL. The emails have been in the format 

below: 

DHL Accounts Dept. <noreply@dhl.com> Mon 08/06/2020 16:34 

 Dear Customer, Please find attached letter concerning your overdue account This is a system generated email. 

Please do not respond to this email. Invoice Copies can be retrieved from MyBill If you have any questions or 

concerns, please email billing.help@dhl.com. Regards, DHL Express Accounts Dept. 

If you receive a similar email from DHL, please do not click on attachments and contact DHL directly via a 

known phone number or email address to confirm whether there are any outstanding invoices. 

Furlough fraud confessions 

The Telegraph have reported that HM Revenue and Customs are allowing a 30 day window for companies to 

confess breaches of the furlough scheme. The article reports that since March, £19.6bn has been paid out to 

almost nine million furloughed workers. With an additional £7.5bn paid out to self-employed workers. In previ-

ous alerts we have highlighted the increased press coverage around furlough fraud as employees report com-

panies for breaching rules. It is thought that HMRC will actively pursue companies by criminal and civil powers. 

Read more here 

mailto:noreply@dhl.com
mailto:billing.help@dhl.com
https://www.telegraph.co.uk/money/consumer-affairs/employers-given-30-days-confess-abusing-furlough-bailout-scheme/


 

 

Over £16 million lost to online shopping fraud during lockdown, with people aged 18-26 most at risk 

Action Fraud is warning the public to remain vigilant and take extra care when shopping online. Since shops 

were forced to close due to the coronavirus outbreak on 23 March, Action Fraud has received reports of online 

shopping fraud totalling £16.6million in losses. 

To protect yourself from falling victim to online shopping or auction fraud remember the following: 

• Where to shop – carry out research if new company or seller. 
• Email accounts - use strong, separate password for your email account. 
• Phishing - be cautious of emails or texts about amazing offers containing links to fake websites. Try and 

avoid using links and type the website directly into your browser instead. 
• Payment method – Use a credit card if possible. 
Do your research – Find additional information on how to shop online safely here. 

Black Lives Matter Phishing Email 

Members of the public have been targeted by a phishing attack going out with the subject line: ‘Vote anony-

mous about ‘Black Lives Matter’. There is little to no content in the email except the statement: “Leave a re-

view confidentially about Black Lives Matter... Claim in attached file.” When the recipient clicks on the attached 

file it installs a dangerous Microsoft Windows malware known as ‘TrickBot’. During the protests and pandemic 

criminals have continuously exploited these current events to target members of the public. Members of the 

public should always employ caution when receiving unsolicited emails and never click or open attached files 

or links in those emails.  

https://www.actionfraud.police.uk/shoponlinesafely


 

 

LCFS Summary 

Remember:  I’m here to help protect the NHS from fraud and corrup-
tion, but I can’t do this alone, I can’t be everywhere, and I need your 
help. 
  
If you think something seems ‘suspicious’ and want to chat anything 
through, you can always email me on eleni.gill@nhs.net or call me on 
07827 308906 and we can discuss your concerns.  If you would prefer, 
you can always raise your concerns via the NHS Fraud & Corruption Re-
porting Line on 0800 028 40 60 or your Chief Finance Officer who will 
pass your concerns on to me.  

  
Please don’t worry about raising your concerns, you will be protected 
by the Whistleblowing policy for all concerns raised in good faith, and 
no one will be disadvantaged if enquiries find that no wrongdoing has 
occurred.  It is better to report a concern that turns out to be nothing, 
than not say anything and a fraud is being perpetrated costing the NHS 
money and ultimately affecting the care we offer patients. 
  

 

Eleni Gill   

Local Counter Fraud Manager 

mailto:eleni.gill@nhs.net

