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Welcome to the Fraud Newsletter 10th June 2020 

 
Welcome to the latest edition of the Counter 

Fraud Newsletter. The newsletter is designed   

prevent and deter fraud by raising awareness and 

drawing your attention to emerging scams. 

This edition is again focusing on the most recent  

COVID-19 related fraud risks collated from vari-

ous intelligence sources including; NHS Counter 

Fraud Authority, The Government and the Tian 

Fraud Managers Network.  

It is important that we all continue to be          

compliant with organisational policies, systems 

and processes as staff may be challenged for non 

adherence. I will provide regular updates in this 

newsletter format relating to emerging fraud risks 

during the COVID-19 Pandemic. 

 

 

 

 

 

If you have a suspicion of fraud or corruption 

taking place within your workplace you have a 

variety of options of how to report it: 

Option 1: Call Eleni Gill, Local Counter Fraud 

Manager, directly on 07827 308906 

by email: eleni.gill@nhs.net  

Option 2: The Fraud & Corruption National Re-

porting Line is a free phone number where you 

can report suspicions anonymously in relation to 

any area of the NHS. The number for this service 

is 0800 028 40 60 

Option 3: Contact the Chief Finance Officer  

 

     HOW TO REPORT  
  SUSPICIONS OF FRAUD 



 

 

Contract tracing app -Bluetooth 

The app has been introduced to diminish the spread of COVID-19 by automating the contact tracing 

process. To work, the app requires Bluetooth on a phone to always be kept on, this ensures infor-

mation on the proximity of another device can be exchanged. To prevent tracking the app itself will not 

broadcast its exact location or any unique identifiers, preserving anonymity. Any data collected by the 

app will only be used to improve NHS care. However, a phones Bluetooth chip broadcasts a unique 

identifier which can be used to launch a malicious software attack. Bluetooth is used by attackers to 

upload malware to smartphones, it can also be used to remotely attack vehicles with a Bluetooth inter-

face . The virus would also replicate by using the phone book on a device, sending itself to other de-

vices via message. With the population being encouraged to use this app, the transmission of malware 

across the country is a serious potential. NHS staff use work phones that could potentially be compro-

mised as a result of infection, personal details could be harvested, or patient care effected depending 

on the type of malware launched. 

Contract tracing app –Phishing SMS 

The contract tracing process allows for individuals who have recently been in contact with an infected 

person to be notified via text message. As a result, a phishing scam themed around contract tracing 

has recently been developed. This same process has also been maliciously launched in relation to the 

new contract tracing app. Individuals have reported receiving messages with a link to a webpage 

which will harvest the personal information the user enters. Harvesting these details could be an at-

tempt to commit identity fraud.  



 

 

Specific Track and Trace scam example 

‘alert@nhstrackandtrace233-gov.com’ is a specific example of a scam address 

where the recipient is warned that if they do not respond in 24 hours legal action will 

be taken and benefits suspended.  

Remember, contact tracers will never ask you to: 

 

• Dial a premium rate number to speak to them (for example, those starting 09 or 
087). 

• Make any form of payment. 
• Give any details about your bank account. 
• Give your social media identities or login details, or those of your contacts. 
• Disclose passwords or pins. 
• Create any passwords or pins. 
• Purchase a product. 
• Download any software to your device. 
• Hand over control of your pc, smartphone or tablet. 
• Access any website that does not belong to the government or NHS. 



 

 

Cyber enabled fraud –Business loans/grants 

The government is currently offering grants to businesses as a result of COVID-19. Fraudsters offer 

grants on the phone and request the employee fills out a form online, as a result company information is 

disclosed.  The fraudsters later declare the grant has been approved and requests a proof of identity. 

Thus resulting in the potential disclosure of financial details and also confidential data being harvested. 

This confidential information can be used to email an NHS finance departments for invoice adjustment. 

Thus, resulting in successful payment diversion from genuine suppliers. With personnel currently working 

remotely, NHS employees may be less likely to query things with management and more likely to ap-

prove fraudulent invoices. Especially with the high number of new suppliers contracted recently to pro-

duce PPE. Additionally, the NHSCFA has received a report of fraudsters submitting applications for 

grants in the names of genuine businesses. 

Cyber enabled fraud –Data harvesting 

Cybercriminals may manipulate NHS staff through socially engineered phishing emails. The NHSCFA has 

received reports of cybercriminals attempting to harvest information by impersonating a recruitment 

agency or a hospital. These  emails prey on staff who are willing to perform extra shifts to lighten the bur-

den on the NHS. The email requests specific and personal details about including their passport number, 

smartcard number and nursing and midwifery pin. All this information could be used to better socially en-

gineer a phishing email to divert salary payments. Additionally, they may use this information to imper-

sonate the member of staff online (applying for financial loans) or physically (accessing medical premis-

es). 



 

 

NHS continuing healthcare (CHC) plans–Assessments 

There is the potential for patients to mislead medical staff into approving additional CHC funds. This is pos-

sible due to assessments having been stopped for the duration of the emergency period. Assessments will 

resume once business returns to normal, however, there is likely to be a significant delay as there is ex-

pected to be a backlog of 5,000 assessments per month, affecting the workload of many NHS staff. The 

number of people requiring this funding has been increasing by around 6.4% per annum, costing the NHS 

£3.1 billion in 2015-2016. There is potential for a further increase when patients are quickly discharged 

from hospital as a result of the pressures from COVID-19. Their care needs are assessed within 48 hours, 

resulting in emergency support being arranged during the period. This applies to both the enhancement of 

current care packages and the introduction of new ones. Additionally, the downturn in the economy may in-

fluence people to seek funds fraudulently. As a result, some care providers may inflate care costs or dupli-

cate invoices. Also, some medical staff may potentially alter plans through conducting inadequate 

‘proportionate’ reviews as a result of collusion or a conflict of interest.  

NHS staff-Private work 

The NHSCFA received an allegation where an individual was performing private work whilst on call for a 

trust. This was enabled through the use of video consultations with private clients. Additionally, the individ-

ual also performed private work whilst claiming to be self-isolating and not performing their NHS duties . 

Some GPs provide out of hours services for trusts, including working in urgent care centres and A&E. Be-

ing on-call for a trust requires a clinician to be readily available and in close proximity to administer medical 

care. Any private work must be declared and approved by the employing NHS organisation. Failing to do 

so is an undisclosed conflict of interest and is considered fraudulent activity .  



 

 

SARs & Money laundering 

Some fraudsters are exploiting the pandemic to avoid detection when laundering money. The NCA re-

ported in “COVID-19 Suspicious Activity Reporting NCA May 2020” that money laundering allows OCGs 

to fund and profit from criminal activity whilst concealing proceeds of crime. As a result, there have been 

some suspicious activity reports which suggest money laundering relating to COVID-19. Some criminals 

are claiming involvement with PPE supply to mask their connections with laundering criminal assets and 

legitimise sending funds overseas. Additionally, the government is allowing some businesses to deregis-

ter from money laundering supervision if they are temporarily closed due to COVID-19. Completion of an 

online application is required when re-registering to resume trading, however only some businesses are 

required to wait for approval before resuming, including company service providers. This may include 

some businesses with which CCGs or trusts have contracts.  

Impersonation of NHS Staff to avoid lockdown restrictions  

Europol reported that fraudsters have been impersonating employees from the public sector. This in-

cludes gang members in the UK creating fake NHS IDs to ensure they remain undetected when travel-

ling to supply drugs. Additionally, those who are clinically vulnerable should have already received their 

shielding letter, carers or those who support vulnerable individuals are approved for visitations. However, 

there have been reports of fake shielding letters being issued in part of the UK. Therefore, it is also pos-

sible that some individuals may carry fake shielding letters and claim to be a carer in an attempt to re-

main undetected. 



 

 

Pharmaceutical contractor – Delivery reimbursement  

Some pharmaceutical contractors may profit from the delivery of medicines to shielding pa-
tients. This is enabled through claiming out of pocket expenses for fictitious and unnecessary 
courier costs. Individuals who are considered to be vulnerable should have received a shield-
ing letter advising them to remain at home during the pandemic. As a result, a home delivery 
service for prescriptions has been commissioned, thus ensuring support during the crisis. 
These vulnerable individuals are advised to request a family, friend, carer or a volunteer re-
trieve medicines on their behalf. However, in some instances these arrangements cannot be 
approved, including if the medicine is not suitable for a volunteer to collect. Therefore, the 
pharmacy will have to arrange an advanced service with a pay ‘per delivery fee’. The phar-
macist can then use their clinical judgement to determine urgency and necessity for out-
sourcing via secure delivery. To support pharmacies with determining who requires this ser-
vice there will be an alert/flag placed on a vulnerable patients Summary Care Record. Costs 
can be up to £5 per delivery not including VAT and claims must be submitted monthly. How-
ever, reimbursement is only available when the delivery is outsourced, or the pharmacy deliv-
ers the medicine themselves. Yet, NHSCFA has received reports of a pharmacy offering free 
delivery to patients via volunteers but still claiming reimbursement for delivery fees.  

 



 

 

Other types of fraud examples 
 
Ransomware 
Cifas has reported intel of a banking Trojan effecting the Android operating system which has popped 
back up. This Trojan is capable of stealing financial credentials, SMS and contact lists. Organisations us-
ing Android applications should remain vigilant for this threat. As is the case with most Android banking 
Trojans, it masquerades as popular applications to infect mobile devices and are, therefore, more likely 
to dupe potential victims. Research all applications before download, and only download from official app 
stores. 
 
Email scams & Phishing scams 

Bereavement vishing scams are doing the rounds, where Fraudsters are attempting to con money out of 

families organising funerals for loved ones. Callers are contacting families claiming to be from the local 

authority's bereavement services team. They then ask the families to provide card details over the phone 

in order to supposedly pay the funeral director. They apply pressure to the suffering families by telling 

them that the funeral will be cancelled if they don't pay. The council has put out an urgent warning on its 

social media channels, warning about the threat. Individuals receiving such calls are encouraged to re-

port incidents to Action Fraud. 

Social media 

Adverts and Facebook pages have started popping up for ‘freshers’ welcome parties and events planned 

for September 2020 with young people being targeted to buy tickets for non-existent events. These 

scams are preying on freshman’s hopes that their fresher week will be a normal experience post lock-

down – but what 2020’s fresher week will look like is still up in the air.  



 

 

Recent  COVID-19 related Prosecutions 

Crown Prosecution Service (CPS) West Midlands: Successful COVID-19 prosecutions – March to 

May 2020: 

CPS West Midlands Magistrates’ Court unit successfully prosecuted 78 COVID-19-related cases over the 

past three months which included incidents of emergency workers and key workers being assaulted, 

threatened, coughed at and spat on by people claiming to have COVID-19. 

Man arrested for allegedly selling over 500 fake coronavirus testing kits on the dark web 

A Birmingham man has been arrested for allegedly selling fake coronavirus testing kits on the dark and 

open webs, as part of the National Crime Agency’s response against criminals trying to exploit the Covid-

19 pandemic.  He is believed to have sold the kits to customers in the UK and United States  

Handling stolen goods – PPE theft  

An individual who was stealing PPE from a hospital in the UK has been arrested, charged and sen-
tenced. Last week the individual received a custodial sentence of 10 months  

Google launches website to help people avoid online scams (including COVID scams): 

Google and Cybercrime Support Network joined forces and launched the website, https://

scamspotter.org/. The website tries to show people how to identify things such as bogus stimulus checks, 

fake vaccine offers, or other false medical information. The site also highlights certain patterns that are 

typical of hoaxes, like a romance scammer asking you to wire them money or buy them a gift card. The 

website is especially geared at educating seniors, who disproportionately lose more money than other 

https://scamspotter.org/
https://scamspotter.org/


 

 

LCFS Summary 

Remember:  I’m here to help protect the NHS from fraud and corrup-
tion, but I can’t do this alone, I can’t be everywhere, and I need your 
help. 
  
If you think something seems ‘suspicious’ and want to chat anything 
through, you can always email me on eleni.gill@nhs.net or call me on 
07827 308906 and we can discuss your concerns.  If you would prefer, 
you can always raise your concerns via the NHS Fraud & Corruption Re-
porting Line on 0800 028 40 60 or your Chief Finance Officer who will 
pass your concerns on to me.  

  
Please don’t worry about raising your concerns, you will be protected 
by the Whistleblowing policy for all concerns raised in good faith, and 
no one will be disadvantaged if enquiries find that no wrongdoing has 
occurred.  It is better to report a concern that turns out to be nothing, 
than not say anything and a fraud is being perpetrated costing the NHS 
money and ultimately affecting the care we offer patients. 
  

 

Eleni Gill   

Local Counter Fraud Manager 

mailto:eleni.gill@nhs.net

