
 

 

FRAUD NEWS 



 

 

Welcome to the Fraud Newsletter 

 
Welcome to the latest edition of the Counter 

Fraud Newsletter. The newsletter is designed   

prevent and deter fraud by raising awareness and 

drawing your attention to emerging scams. 

This edition is again focusing on the most recent  

COVID-19 related fraud risks collated from vari-

ous intelligence sources including; NHS Counter 

Fraud Authority, The Government and the Tian 

Fraud Managers Network.  

It is important that we all continue to be          

compliant with organisational policies, systems 

and processes as staff may be challenged for non 

adherence. I will provide regular updates in this 

newsletter format relating to emerging fraud risks 

during the COVID-19 Pandemic. 

 

 

 

 

 

If you have a suspicion of fraud or corruption 

taking place within your workplace you have a 

variety of options of how to report it: 

Option 1: Call Eleni Gill, Local Counter Fraud 

Manager, directly on 07827 308906 

by email: eleni.gill@nhs.net  

Option 2: The Fraud & Corruption National Re-

porting Line is a free phone number where you 

can report suspicions anonymously in relation to 

any area of the NHS. The number for this service 

is 0800 028 40 60 

Option 3: Contact the Chief Finance Officer  

 

     HOW TO REPORT  
  SUSPICIONS OF FRAUD 



 

 

 

NHS Counter Fraud Authority (CFA) COVID-19 fraud threat assessment 
A thematic assessment on 'Fraud threats to the NHS from COVID-19' is now available on the CFA Extranet. The aim 
of this threat assessment is to inform the counter fraud community of the identified threats that may impact on 
their area. This is the first of several threat updates to be compiled and released. The threat assessment was collat-
ed from information obtained from open source research, other law enforcement and intelligence agencies. Fraud 
referrals from members of the public and Local Counter Fraud Specialists (LCFS) were also analysed, assessed and 
evaluated.  To access assessment open PDF: 

 

 

Cervical screening text scam 
A text scam claiming to be from Public Health England states recipients are overdue a cervical screening text. The 
text states the recipient should call a mobile number and confirm personal details. It has been confirmed these mes-
sages are not from the NHS Cervical Screening Programme and the case has been passed to Action Fraud. 

NHS text scam 
Text scams attempting to gain personal and financial details have continued to circulate. A recent example includes 
the message ‘As part of the NHS promise to battle the COV-19 virus, HMRC has issued a payment of £258 as a good-
will payment.’ The message contains a website link which uses UK government branding, in an attempt to obtain 
personal data. 



 

 

Mandate fraud attempt of NHS supplier 
A mandate fraud attempt has been reported linked to a NHS organisations supplier. Financial Data Man-
agement (FDM). A client’s email account was compromised. They received an email purporting to come 
from the FDM accounts division, fraudulently advising them of a change in bank details. 

 Email scams & Phishing scams 
Due to widespread cancelations to holidays ,reports of holiday related scams continue to rise. These scams 
often use emails purporting to be from a travel company, requiring the victims to supply personal and fi-
nancial details to speed up refund claims.  

Emails purportedly from BMW (car manufacturer) inform recipients they have won a BMW 5 Series, along 
with a cash price in a COVID-19 lottery. The email claims the recipient is required to contact the claims de-
partment and send personal details to claim the prize. 

Businesses including Lloyds Pharmacy, Greggs, Boots, and Marstons Brewery have been targeted by emails 
attempting to acquire information which would support fraudulent applications for COVID-19 grants. The 
emails use the closure of premises and homeworking to justify the contact. The sender’s email address on 
these communications is not correctly formatted and website links and telephone numbers are incorrect. 

As previously reported in our weekly alerts, TV Licensing scams are continuing to be reported to Action 
Fraud. 

Domino’s Pizza has confirmed this week a scam offer has been identified. Text and WhatsApp messages 
have been used to circulate the offer stating ‘Dominos is giving away 2 FREE Large Pizzas per family to eve-
ryone this week to support the nation during Corona Pandemic’. A link contained in the message prompts 
customers to enter personal and payment details. 



 

 

Social media and other messaging platforms 

Romance scams have increased during the pandemic, as criminals exploit loneliness. Scammers 
create a fake identity to enter into a relationship with a victim with the intent to steal either funds 
or personal information.  In some cases romance scams can lead to sextortion, were the victim is 
encouraged to send indecent images. The fraudster then threatens to share the images unless a fi-
nancial payment is made. 

Promotions for a fake free food voucher for Lidl have been identified on social medical platforms 
Twitter and Facebook as well as messaging service WhatsApp. The messages state vouchers of up 
to £175 are available for food retailer Lidl, to support customers during the pandemic. A link is con-
tained within the messaging, taking victims to a spoof site to gain personal details. 

WhatsApp users have reported messages purporting to be from the WhatsApp technical team 
which require the recipient to share verification codes. These codes are used to verify the account 
on a new device. The messages use company branding to appear genuine. 

Software 

Users of the QTS operating system (used in file sharing, data storage and back up) have been urged 

to update to the latest version of the platform. Older versions can be vulnerable to attacks which 

could result in allowing remote access.  



 

 

LCFS Summary 

Remember:  I’m here to help protect the NHS from fraud and corrup-
tion, but I can’t do this alone, I can’t be everywhere, and I need your 
help. 
  
If you think something seems ‘suspicious’ and want to chat anything 
through, you can always email me on eleni.gill@nhs.net or call me on 
07827 308906 and we can discuss your concerns.  If you would prefer, 
you can always raise your concerns via the NHS Fraud & Corruption Re-
porting Line on 0800 028 40 60 or your Chief Finance Officer who will 
pass your concerns on to me.  

  
Please don’t worry about raising your concerns, you will be protected 
by the Whistleblowing policy for all concerns raised in good faith, and 
no one will be disadvantaged if enquiries find that no wrongdoing has 
occurred.  It is better to report a concern that turns out to be nothing, 
than not say anything and a fraud is being perpetrated costing the NHS 
money and ultimately affecting the care we offer patients. 
  

 

Eleni Gill   

Local Counter Fraud Manager 

mailto:eleni.gill@nhs.net

